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Abstract 
Cybercrime has become a major issue in digitalized societies. Addressing the rising 
amount of cybercrime necessitates high-quality research, beginning with examining its 
prevalence and trends. Examining the prevalence and trends of cybercrime requires a 
methodological approach that tackles the typical data quality issues of (cyber)crime 
data, such as validity. A primary problem is that different types of data (e.g., 
administrative process-generated data and survey data) do not show the actual number 
of crimes committed, leading to a large darkfield (dark figures). In order to tackle the 
methodological issue of the darkfield and concomitant validity problems, this article 
builds on prior research on administrative data and survey data as well as on a general 
background regarding underreporting issues in crime research. For instance, discussing 
the role of social desirability and trust in surveys. It then draws on the previous 
methodological research on crime data, generally, and on cybercrime data, specifically, 
to suggest an integrated “mixed-data” approach in which different data types (such as 
administrative data and survey data) are analyzed comparatively in order to gain more 
information on crime prevalence and trends. Embedded in the previous research field, it 
proposes this procedure in form of the “Data Combination Approach” (DCA). This 
approach is described and discussed, including potentials and methods of analyses as 
well as challenges, particularly regarding the differences between data types. In doing 
so, this article provides a solid foundation for future high-quality research on crime 
(particularly cybercrime) prevalence and trends. 

Keywords: darkfield, dark figure, cybercrime, crime data, validity, process-generated 
data, administrative data, survey data, data combination 

 
1 Mannheim Centre for European Social Research, University of Mannheim 
Email: kleinewiese@uni-mannheim.de 
Julia Kleinewiese ID https://orcid.org/0000-0003-0053-219X 
I have no known conflict of interest to disclose. 
Correspondence concerning this article should be addressed to Julia Kleinewiese, 
Mannheim Centre for European Social Research, University of Mannheim, A5, 6, Building A, 
68159 Mannheim, Germany. 

Copyright © 2022 International Journal of Cyber Criminology – ISSN: 0974–2891 
January – June 2022. Vol. 16(1): 141–155. DOI: 10.5281/zenodo.4766561 
Publisher & Editor-in-Chief – K. Jaishankar / Open Access (Authors / Readers No Pay Journal). 

This is a Diamond Open Access article distributed under the terms of the Creative 
Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC-BY-NC-SA 
4.0) License, which permits unrestricted non-commercial use, distribution, and 
reproduction in any medium, provided the original work is properly cited. 

https://orcid.org/0000-0003-0053-219X


Kleinewiese - The Darkfield of Cybercrime: Can Survey Data Reduce Administrative Data’s Problem with Validity?

 

142 
© 2022 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

The Darkfield of Cybercrime: Can Survey Data Reduce Administrative Data’s 
Problem with Validity? 

In the age of digitalization, all areas of social life increasingly involve technology. 
Every day, people are using their laptops, smartphones, tablets, smartwatches and 
even the so-called “internet of things”. Digitalization makes crime using the internet 
(cybercrime) an increasingly attractive endeavor for criminals. Besides having much 
of their social life digitalized, it is now common for people to conduct activities that 
involve highly personal and financial information via the internet, such as online 
banking. People often receive phishing emails or their devices are infected with 
malware which steal or ransom information. Organizations, authorities and 
universities also rely heavily on technology and the internet, making them potential 
victims of phishing, distributed denial of service attacks and other cybercrimes. All of 
this shows why cybercrime has become a major issue in digitalized societies and 
needs to be investigated scientifically (Di Nicola, 2022).  

While there is some research on cybercrime (Buil-Gil et al., 2021; Ghazi-Tehrani & 
Pontell, 2021; Ngo & Paternoster, 2011; Saridakis et al., 2016), very little of it 
(Lusthaus, Bruce, & Phair, 2020; Porcedda & Wall, 2021) is primarily methodological. 
Moreover, there is no methodological research that focusses on measuring the 
occurrence (also termed “prevalence” or “incidence”) of cybercrime. It follows that 
there is a large research gap regarding the measurement of cybercrime. As a major 
first and foundational step, this article will build on previous research to suggest a 
new approach to measuring the occurrence of cybercrime, in order to better assess 
how much crime is actually taking place. It is a first step towards alleviating the 
central issue in measuring cybercrime occurrence: Its darkfield (crimes that take 
place but cannot be measured; also termed “dark figure”) and the concomitant 
problem with validity. 

Prior research theorizes, analyzes and discusses administrative data or survey 
data in regard to measuring crime (Ariel & Bland, 2019; Baur et al., 2020; 
Biderman & Reiss Jr, 1967; Comer, Jorgensen, & Carter, 2021; Decker, 1982; 
Kleinman & Lukoff, 1981; Skogan, 1974, 1977). Research comparing 
administrative data (also called process-produced data) and survey data – in 
general and in regard to criminal behavior, such as corruption – suggests that both 
types rely on the same five steps: Conceptualizing (paradigm, aim, 
operationalization), gathering data, archiving data, accessing and analyzing data 
and applying it to the relevant fields (e.g., scientific, policies). However, the 
characteristics of the data vary within most steps (all, except for archiving). For 
instance, in the gathering stage, surveys typically aim for random samples 
whereas administrative data relies on cases noted by an administrative process 
(such as policing and legal procedures that follow). Moreover, survey data are 
collected by recruiting respondents whereas administrative data come from 
registers (Baur, 2009; Baur et al., 2020; Bick & Müller, 1984). Both administrative 
data and survey data can suffer under issues located at any of the five steps. For 
example, when gathering survey data, errors can occur if the target population is 
not covered correctly. Moreover, problems with reliability or validity arise if 
mistakes are made when designing the survey instrument. Additionally, if analysis 
techniques are not selected or performed appropriately, errors or biases may arise 
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(Baur, 2009; Baur et al., 2020). While administrative process-generated data (as 
gathered during policing and legal processes) are often used as a point of 
departure for measuring crime, they also come with a number of drawbacks, for 
example, in the form of biases and errors (Bick & Müller, 1980, 1984). These can 
be – for instance – based on procedural rules and laws that dictate data collection, 
data handling and documentation (Baur et al., 2020). One example for this is that, 
in Germany, no victims-data are included in the registry-datasets for cybercrime, 
for administrative procedural reasons. Administrative data can also have issues in 
quality due to, for example, internal inconsistencies, bad data-formatting or 
outliers. The three dimensions that prior research suggests primarily contribute 
towards distorting administrative data are: (1) Administrative norms, procedural 
rules and other such contextual limitations; (2) the clerk and agency producing 
the data; and (3) the person (or people) affected by the process (Baur, 2009; Baur 
et al., 2020; Bick & Müller, 1984). 

While all data quality issues should be resolved, the current article focusses on 
issues of validity that arise when measuring (cyber) crime by means of analyzing 
administrative data or survey data. It is particularly important to address the validity-
issue because it is such a strong factor impeding the measurement of the occurrence 
of “deviant behavior”, such as cybercrime. Since the darkfield is an issue encountered 
by research on crime in general (Skogan, 1977), it comes hand-in-hand with the 
implication that the validity of crime measurement is impeded. Both administrative 
and survey data suffer from this issue, although they are missing different cases (of 
criminal acts). Therefore, I suggest complementarily using both administrative and 
survey data to study cyber(crime) and uncover more of the actual crime taking place 
(see Figure 1). This would increase validity and reduce the darkfield. 

To do so, this research article takes the previous standards and findings from crime 
research in general as a point of departure from which to approach the measurement 
of cybercrime. Therefore, it treats administrative data on cybercrime as a benchmark 
and looks at whether it is possible to reduce the darkfield of cybercrime, that exists 
when using this data, by additionally looking at survey data on cybercrime. I call this 
approach: Data Combination Approach (DCA). 

The next sections will proceed as follows: The first section focusses on the 
conceptual background, including a review of previous research. It begins with a 
general overview of prior research on measuring “sensitive” topics (e.g., crime) in 
surveys and the resulting data-quality issues. Moreover, it discusses if administrative 
data provide solutions. Drawing on prior research, the section continues with data 
types used in crime research and the issue of the darkfield (including validity). The 
next subsection focusses on cybercrime, specifically, discussing data types and the 
darkfield (including validity). This leads directly to the research objectives, followed 
by the section on methodology, standards and analyses. It begins with a subsection 
on the conceptual proposition of using multiple data types to tackle the validity issue 
of cybercrime. The ensuing subsection proposes measuring (cyber)crime occurrence 
using the Data Combination Approach (DCA), describing steps, standards and how to 
proceed with analyses (including boundaries and opportunities). The final section 
draws some first conclusions by discussing the added value, challenges and an 
outlook towards future research. 
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Conceptual background and literature review 
Prior research on measuring “sensitive” topics such as crime in surveys: Administrative 
data as a solution? 

There are general societal developments which lead to lower trust in science and 
scientific surveys. This is a major reason why response rates are dropping (increasing 
the likelihood of nonresponse error) (Koen et al., 2018), and social desirability bias is 
increasing (also increasing measurement error) (Sakshaug, Yan, & Tourangeau, 
2010). When researching sensitive topics (such as criminal behavior or 
discriminating attitudes) such a lack of respondent-trust is particularly likely to 
increase nonresponse and socially desirable responding behaviors (social 
desirability bias) (Stocké & Stark, 2006). In surveys, respondents typically self-report 
past actions or attitudes. Because responding honestly to a sensitive question can 
mean admitting that one has acted (or has an attitude) against a social or legal norm, 
respondents may fear consequences, leading to nonresponse or responses edited 
from the truth to a more socially desirable outcome (Tourangeau & Yan, 2007). Put 
plainly: Respondents are motivated to underreport socially undesirable behavior; 
they lie or provide biased responses, or do not respond at all. These editing-processes 
can be deliberate or automatic (Kammigan, Enzmann, & Pauwels, 2019; Krumpal, 
2013; Wolter, 2012). This can lead to low data quality and biased results (Jann, 
Krumpal, & Wolter, 2019). Ong and Weiss (2000) show that – even under high 
anonymity and confidentiality – 25% of respondents still lie about having behaved 
deviantly. This demonstrates that when researching criminal behavior (including its 
prevalence and trends) survey data may not show “the whole picture”, due to the 
sensitive nature of crime. Therefore, the question arises: Is administrative crime data 
a solution to survey datas’ social desirability bias in measuring the prevalence of 
crime? Responding to this question is rather complex. On the one hand, 
administrative data does not rely on the responses of survey participants. On the 
other hand, administrative data relies on the reports of victims, the documentation of 
officials and other “data-recording” stages that can be affected by biases, including 
social desirability bias. This happens because the involved people are also aware of 
social and legal norms and may choose to lie, offer biased information or avoid giving 
specific information at all. Based on the findings of previous research, it seems that 
neither survey nor administrative data can objectively measure all criminal acts that 
are committed (Biderman & Reiss Jr, 1967; Çelik, 2021; Konstants, 2022). 

Nonresponse or social desirability bias can lead to underestimating the prevalence 
of behaviors considered to be sensitive, such as different forms of crime, because 
fewer actions are recorded. This threatens the validity of (cyber)crime data and 
increases their darkfield – both in the case of survey data and administrative 
(process-generated) data (Skogan, 1977). Moreover, as presented and discussed in 
the introduction, both administrative and survey data come with a number of other 
issues pertaining data quality – both generally and in regard to criminal behavior, 
such as corruption (Baur et al., 2020; Bick & Müller, 1984). In regard to measuring 
the prevalence and trends of cybercrime, consideration of prior research, therefore, 
leads to the conclusion that both administrative and survey data come with a number 
of methodological drawbacks. 
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Measuring crime in general: Data types 
Several types of data are used to quantitatively measure the occurrence of crime. 

Two general categories can be identified: (1) Process-generated data and (2) survey 
data.2 Each of these categories encompasses a number of data types. For instance, 
process-generated data includes the data type “administrative data”, which are 
gathered during the law enforcement process and then documented. One example of 
this is the German Federal Criminal Police Statistic (PKS German Federal Criminal 
Police Office, 1953-2021). Typically, these data are considered to be the result of 
several actions: (1) actual crimes that take place, (2) reporting behavior of victims 
and (3) the investigation, classification and recording by the police (Skogan, 1974). 
Additionally, differing legal and administrative frameworks of the police need to be 
considered as a factor of influence when examining administrative crime data (Baur 
et al., 2020). Administrative data can be information on victims of crime (e.g., number 
of victims, type of crime, gender, age), on (suspected) offenders of crime 
(perpetuators) (e.g., number of offenders, type of crime, gender, age) and on cases 
(e.g., number of cases, type of crime). The category process-generated data also 
includes the data type “digital behavioral data” (digital trace data), which consists of 
the digital traces of people’s behavior (Veltri, 2020). Both process-generated data 
types – administrative data and digital behavioral data – are usually “big data” 
because they are very large datasets, i.e., have a large “volume” (Baur et al., 2020). 

Survey data, also termed “victimization surveys”, on crime are predominantly 
collected via population sampling, often focusing on one country or smaller 
geographical units within a country. The Eurobarometer 92.2 (European Commission 
and European Parliament, 2019), which inquires about experiencing cybercrime, 
however, is an example of a survey covering several countries – in this case, all 28 EU-
member states (as of 2019, before Great Britain left the EU). Furthermore, factorial 
surveys on crime are sometimes conducted with samples of specific subpopulations 
(e.g., students, volunteer firefighters) regarding specific types of crime, such as 
illegally selling medication or not reporting colleagues’ misdeeds (due to a “code of 
silence”) (Kleinewiese & Graeff, 2021; Sattler et al., 2018). Other methods can 
sometimes be applied, such as quasi-randomized control experiments (Stickle & 
Felson, 2020). However, there are some limits to the methods of gathering data on 
crime due to ethical considerations. For instance, it would be highly unethical to 
conduct an experiment to see if a person physically attacks someone under a given 
treatment. Moreover, there are legal constraints limiting methods of data collection, 
for example, researchers need to make sure that they are not accidentally 
downloading illegal data when measuring crime with digital behavioral data. 

By authorities and in crime research, administrative data has typically been used 
as a benchmark (Comer et al., 2021; Skogan, 1974). This perspective can be 
challenged (Decker, 1982), particularly because of the large darkfield of crime that 

 
2 Kleinman and Lukoff (1981), for example, posit a third category of crime data: self-reports 
by criminals. However, even they contend that such data are likely to be highly unreliable 
and methodologically weak, particularly, since the reporting offenders are probably 
motivated to distort or omit information. Based on these fundamental issues, self-reported 
crime data are not included in this discussion of crime data categories. 
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remains. However, even critical perspectives concede the utility of administrative 
crime data for measuring why some geographical places have more crime than others 
or how the occurrence of crime changes over time (i.e., crime trends) (Skogan, 1974). 
Moreover, survey data is also criticized for sampling and response biases (e.g., low 
response rates of people with high income) which reduce reliability and validity of 
the data (Skogan, 1974).  Hence, the majority of crime-occurrence research still treats 
administrative police data as a benchmark. Building upon both the research in favor 
of administrative data and that in favor of survey data, the DCA conceptually treats 
administrative police data as a benchmark and then complements it with an 
additional data source, such as survey data. 

Crime datas’ darkfield: A problem with validity 
As addressed above, measurements of the occurrence of crime struggle with a 

darkfield. This leads to issues of validity (Skogan, 1974). Since the darkfield consists 
of those crimes that are unaccounted for, the extent of the problem depends on the 
number of crimes that take place but are unaccounted for. The DCA takes the validity 
issue of administrative crime data into account (because of the large, presumed, 
darkfield) by applying the assumption that combining it with survey data can reduce 
the darkfield (see Figure 1 and Figure 2). 

While administrative data is still prevalently considered to be the benchmark data, 
there is much disagreement on which data type (administrative or survey) has higher 
validity (Ariel & Bland, 2019). Ariel and Bland (2019); (Decker, 1982), for instance, 
criticize that in England and Wales, the crime survey has taken the former position of 
administrative police data as “national statistics”. They posit that there is no clear 
argument for considering survey data to be more reliable or valid than administrative 
data. Rather than arguing for one position or the other, the DCA posits that the 
complementary information from both data types reduces the darkfield of 
(cyber)crime and, thereby, increases validity. 

Measuring cybercrime: Data types 
The categories and types of quantitative data on cybercrime are alike to those of 

other types of crime (see subsection “Measuring crime in general: Data types”). The 
two categories are: (1) Process-generated data and (2) survey data. Administrative 
(process-generated) data on cybercrime shares the advantages and drawbacks of 
administrative data on other types of crime. Furthermore, there is an additional 
drawback in comparison to administrative data on many other types of crime, at least 
in Germany: While for many forms of crime, there are administrative data on the 
number of victims, there are no such victims-data regarding cybercrime. Upon 
request, the German Federal Police Office stated that this is because in the German 
Federal Criminal Police Statistic (PKS), information on victims is only recorded if 
highly personal legal interests are affected. For other crimes (this includes 
cybercrimes), no victims-data are recorded in the PKS. 

Cybercrime can also be investigated using other process-generated data such 
as digital behavioral data. Considering that these are online data regarding 
crimes committed via the internet, this data can be highly relevant for research 
on cybercrime. Such data are often longitudinal. For instance, the Cambridge 
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Cybercrime Center has collected a number of such datasets leading, for example , 
to a publication on behavior in underground hacking forums, over a period of 
time (Pastrana et al., 2018). While it is very useful for research on cybercrime in 
general, digital behavioral data is – so far and to the best of my knowledge – not 
used specifically for measuring cybercrime occurrence (in regard to the overall 
occurrence). One reason is that when using digital behavioral data, it is highly 
challenging to determine in which country the involved people are (particularly 
offenders, as they are digitally apt). 

Although research on cybercrime is increasing, since it is a rather new 
phenomenon (compared to other forms of crime, such as house burglary), there 
are still fewer surveys that make such data available. As with surveys on other 
types of crime, surveys on cybercrime are “victimization surveys”; they inquire 
about people’s experiences of being a victim of cybercrime. In survey research 
on cybercrime, there is a lack of cross-country longitudinal survey data (as can 
be seen in an article by Reep-van den Bergh and Junger (2018). There is a cross-
country survey: The Eurobarometer 92.2 (European Commission and European 
Parliament, 2019), which provides data for examining cybercrime in Europe, 
according to country. However, it is a cross-sectional dataset. Hence, this is not 
sufficient for longitudinal analyses. In Germany, starting in 2019, there is a 
yearly “Digitalbarometer” (Federal Office for Information Security [BSI] and 
Police Crime Prevention of the Federal States and the Federation [ProPK], 2019 -
2021), which collects data about cybercrime experiences. This dataset is 
longitudinal but does not allow for comparisons between countries. Moreover, 
its estimates of cybercrime occurrence are much lower than that of the 
Eurobarometer, indicating that it covers less of the darkfield and is, 
concomitantly, less valid regarding the measurement of cybercrime occurrence.  

Figure 1 conceptually shows the relationship of both data types 
(administrative and survey data) in regard to the darkfield of cybercrime. The 
front, light rectangle shows the amount of actual cybercrime measured by 
administrative data. The other light rectangle represents the amount of 
cybercrime measured by the survey data. There is an overlap of both, which 
represents the crime that they both measure. The space in the largest rectangle 
(encompassing the others) that lies outside of the two described rectangles 
shows that there is actual cybercrime that is, presumably, still not being 
measured. Hence, this conceptualization posits that the amount of cybercrime 
not measured (i.e., the darkfield) can be reduced substantially, but not 
eliminated entirely, by combining several data types for measuring occurrence 
(DCA). 

As in regard to other types of crime, the DCA takes the administrative data on 
cybercrime as a benchmark and complements it with other data types (such as survey 
data). This is particularly challenging when the units of interest (i.e., victims, 
offenders, cases) are not the same across data types. Moreover, some challenges are 
aggravated in the case of cybercrime data, such as determining in which country to 
locate the crime or criminal. Also, is important to try and make sure that such aspects 
are consistent across the data types/sets included, when using the DCA to measure 
cybercrime occurrence. 
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Figure 1. The relationship of administrative data, survey data and the 
darkfield of (cyber)crime in regard to actual (cyber)crimes committed 

Cybercrime datas’ darkfield: A problem with validity 
Cybercrime data (both survey and administrative) have the same problems with 

reliability and validity as other crime data (Kshetri, 2013). As addressed above, we 
run into additional related problems due to the global nature of the internet, that 
transcends national borders. This makes the measurement of cybercrime even more 
challenging because not only do we need to identify the location of the crime, criminal 
or victim (and these may not all be the same) but different legal and social standards 
challenge a general definition. For example, an act may be considered a crime in the 
country of the victim but not in the country of the offender. Hence, it may be recorded 
in the administrative data in one country but not in another. In survey research, the 
crime may be reported by the victim in one country but not by a victim in another. 
There are further issues in measuring the occurrence (and trends) of cybercrime, 
such as that one crime (or case) may have many victims because technology and, 
particularly, the internet allow for rapid and often automatized distribution of 
criminal tools (e.g., phishing emails). All of the aforementioned point to particular 
difficulties in measuring the occurrence of cybercrime. This leads to the common 
conclusion that the darkfield of cybercrime is especially large. This would also mean 
that the validity of cybercrime data is particularly low. While this assumption has not 
been empirically validated, it should be taken into account when measuring the 
occurrence of cybercrime.  

Figure 2 is a conceptualization of how much cybercrime presumably remains in 
the dark with different approaches to its measurement (not to scale). Figure 2 
contains three rectangles, (1)-(3). Each rectangle represents the actual cybercrime 
occurrence. Each rectangle has a light section which shows the amount of cybercrime 
presumably measured by a given data type or approach. It is likely, that despite its 
advantage of measuring actual crimes, the administrative benchmark data leaves the 
largest darkfield. Other data types, such as survey data, show potential for measuring 
more of the darkfield but have their own drawbacks, such as no measurement of 
offenders or cases. By combining both data types, the DCA reduces the darkfield the 
most. 
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Figure 2. The measured (cyber)crimes and remaining darkfield for each 
data type/approach 

Research Objectives 
Based on the theoretical and empirical research in the relevant fields (for example, 

measuring sensitive topics, such as crime; administrative data – its advantages and 
issues and validity as well as the darkfield of (cyber)crime) and the considerations I 
have drawn from these previous studies, the main research objective of this article is 
to present a conceptual-methodological approach to more valid measurements of 
sensitive issues, such as cybercrime. Since both administrative and survey data have 
major advantages and drawbacks in their data quality, instead of using only one data 
type, it would be expedient to use a “mixed-data” approach which utilizes the 
respective strengths of each data type. Such an approach should increase the validity 
of (cyber)crime data. In order to do so, the following section builds on previous 
methodological literature to propose and discuss such a Data Combination Approach 
(DCA).  

Methodology, standards and analyses 
Using multiple data types 

A comparison of administrative crime data and survey crime data by Skogan 
(1974) suggests that both data types are in accordance with underlying crime 
distributions, i.e., that absolute numbers of crime defer but the ranking of crime 
occurrence of the examined U.S.-cities is congruent. The DCA builds on this finding, 
positing that because there are similar crime patterns in different types of data, it is 
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useful to scrutinize them complementarily. This allows combining the strengths of 
both data types with each other. For instance, the administrative numbers are 
population data (not survey data) – recorded during processes that actually took 
place in a society. This can be complemented with survey data which I assume to 
capture more of the darkfield of (cyber)crime. All of these assumptions can be applied 
to examining the occurrence of different types of crime. Since cybercrime is assumed 
to be particularly underreported in the administrative data, complementing it with 
survey data is particularly useful for measuring more of the darkfield.  
Measuring occurrence using the DCA: Steps and standards 

This section focusses on how to measure the occurrence of cybercrime using the 
DCA. Figure 3 depicts the seven steps that are suggested for measuring (cyber)crime 
occurrence using the DCA. The steps also contain standards that should be upheld in 
order to ensure that the results of both datasets/-types can be studied comparatively 
or in combination, for example, that they are measuring the same geographical units. 
In steps six and seven, the DCA suggests first analyzing the datasets separately (to 
gain first insights and compare them) and then in combination (where 
methodologically possible). 

The first step in a DCA is identifying the benchmark dataset. In order to do so, 
researchers should keep in mind for which units they are trying to measure 
(cyber)crime prevalence and/or trends. They should determine the geographical 
region and the unit of measurement. The units of measurement can be victims, 
offenders or cases. Geographical units in administrative data are often countries or 
smaller units within countries such as states or regions. When completing this first 
step, you need to keep in mind that to apply the DCA, you need a fitting additional 
dataset (such as survey data or digital behavioral data). For instance, if you select 
administrative data on cybercrime on several regions, you will need survey data 
measuring cybercrime for each of these regions. This is the intersection of the first 
and second step. The second step is searching for datasets that could be analyzed 
complementarily. The third step is identifying the dataset that is most compatible 
with the administrative benchmark data that you have selected. A typical pitfall to be 
avoided would be selecting a (survey) dataset on a different time period. The fourth 
step checks the compatibility of the two datasets regarding minimal requirements for 
examining the data complementarily, in order to cover more of the darkfield. The fifth 
step ensures transparency, by asking to clearly document and report the limitations 
and the similarities between datasets of two datatypes and how these aspects could 
affect the results of analyses. One such aspect could be how cybercrime is defined, as 
this affects its measurement. While administrative data adheres to legal and 
procedural definitions, survey data can use a number of items to measure cybercrime. 
This can lead to a more broad or narrow understanding of what cybercrime is. Once 
this step is completed, researchers should analyze each dataset independently and 
document the results. Analysis techniques may differ between datasets at this stage 
because survey data often allow for more complex multivariate analyses, whereas 
administrative cybercrime data are primarily analyzed descriptively. The final step of 
the DCA is combining the datasets via analyses. Such analyses would be descriptive. 
They are particularly expedient in regard to measuring trends of cybercrime or 
prevalence-rankings (e.g., between regions or personal characteristics). 
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Figure 3. The seven steps and standards of the Data Combination 
Approach (DCA) to (cyber)crime 

Analyses: Boundaries and opportunities 
Skogan (1974) suggests that, because administrative crime data do not contain the 

exact occurrence (incidence) of crime (number of crimes actually committed), 
multivariate statistics will be affected by measurement error and will not be accurate. 
However, the administrative data accurately reflect which geographical locations 
(e.g., country, city) have more crime than others and how the occurrence of crime 
changes over time (trends). Therefore, Skogan (1974) posits that descriptive analyses 
such as scatterplots and correlations are the best methods of analysis for 
administrative crime data, as these would be useful in analyzing variations in crime 
occurrence and distribution. Taking this argument further, descriptive analyses of 
administrative crime data can also be used to examine which subgroups within 
populations commit more crime than others (e.g., according to gender) and how this, 
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proceedings, data, time, 

geographical unit (such as country), 
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2. Find additional datasets 
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potentially, changes over time (trends). When analyzing survey data on cybercrime, 
multivariate analyses are possible. However, for the measurement of occurrence, 
descriptive analyses are usually sufficient. Skogan (1974) empirically shows that 
rankings of geographical units in regard to crime occurrence are alike across 
administrative and survey data. This suggests that when analyzing the datasets 
together (as suggested in Figure 3, Step 7), descriptive analyses must be the selected 
tools. Hence, a boundary of the DCA is that multivariate analyses are not 
recommended. The opportunities are that the DCA is expedient for measuring 
occurrence (including according to smaller subgroups or geographical units), 
creating rankings and measuring trends.  

Conclusions: Added value, challenges and outlook 
This research article proposes a Data Combination Approach (DCA) to measuring 

the occurrence of cybercrime. It argues that the DCA allows for measuring more of 
the actual cybercrime occurrence than each data type would allow for individually. 
This effectively reduces the darkfield of cybercrime. In doing so, it also contributes 
towards tackling the problem with validity in the measurement of cybercrime 
occurrence. In the DCA, administrative data are used as a benchmark and then 
complemented with another data type (e.g., survey data). 

The current research article contains a conceptual, methodological approach that 
provides the basis for empirical studies on cybercrime occurrence. Even though real 
data sets available may often not be perfectly matching to one another (e.g., one 
longitudinal and one cross-sectional data set), the DCA still allows for a reduction of 
the darkfield by providing a more informed estimation of cybercrime occurrence. 
Moreover, in accordance with Skogan (1974) results that rankings of geographical 
units in regard to crime prevalence as well as trends are alike across administrative 
and survey data, it appears that DCA applications should allow for descriptive 
analyses regarding the aforementioned. This article also suggests that these analyses 
should be refined by examining occurrence and trends according to subgroups. 

While, in theory, the DCA is very fruitful because it allows for measuring more of 
the actual cybercrimes taking place, in empirical applications, researchers may run 
into a number of issues. The many differences between survey data and 
administrative data limit their comparability. Moreover, in many cases minimal 
requirements are hard to fulfill. For instance, one may have cross-sectional survey 
data for one year and administrative data for a number of years in research on 
measuring trends of cybercrime. Future methodological research should aim to tackle 
these limitations, for instance, via computerized methods such as simulations of 
trends. Moreover, projects collecting survey data on cybercrime should consult 
administrative data when designing their survey, in order to ensure meeting the 
requirements. Such developments would enable researchers to apply the DCA with 
more accuracy and in many contexts.  

This research article shows how useful the DCA is in regard to measuring 
cybercrime occurrence. It is an approach that can and should be developed further in 
future research. For example, considering a DCA using three or more data types. 
Finally, while the current focus lies on researching cybercrime, future studies should 
also consider using the DCA to measure occurrence and trends of other types of crime. 
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