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Abstract 
The issue of Cyber security is of utmost importance for organisations, given that the 
presence of Cyber Incident occurrence presents significant vulnerabilities to the integrity 
and confidentiality of data. The present study aims to examine the factors that contribute 
to Cyber Incident occurrence and evaluate the efficacy of Cyber incident reporting 
mechanisms in mitigating such threats within a range of Saudi organisations. The study 
utilises quantitative methods to thoroughly investigate the phenomenon of cyber incident 
occurrence. Data was collected from a sample of 219 employees who held various positions 
and worked in different departments. Data was analyzed using Structural Equation 
Modelling (SEM) with Amos. The measurement instrument underwent thorough evaluation 
to establish its reliability and validity, thereby ensuring the credibility of the collected data. 
The study's results demonstrate multiple noteworthy direct and indirect impacts. The 
relationship between "Employee Training and Awareness," "Access Control & Monitoring," 
and "Insider Threat Detection & Reporting" indirectly influences the occurrence of Cyber 
incidents mediated by Cyber Incident Reporting Mechanisms. These findings highlight the 
significance of implementing effective reporting mechanisms to mitigate the frequency of 
Cyber incidents. The mediation effect of "Cyber Incident Reporting Mechanisms" is not 
supported in relation to "Organisational Innovativeness Culture" and "Employee 
Satisfaction." These findings demonstrate the intricate nature of these connections, 
suggesting that the presence of an innovative culture and high employee satisfaction may 
not directly influence the occurrence of Cyber incidents when reporting mechanisms are 
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taken into account. The study also conducts a thorough evaluation of the measurement 
model fit, which indicates a strong fit across multiple indices, confirming the high quality 
and reliability of the measurement instrument. In conclusion, this study provides insights 
into the complex nature of Cyber Incident occurrence within Saudi organisations. This 
emphasises the importance of "Cyber Incident Reporting Mechanisms" in mitigating these 
threats and underscores the necessity for organisations to invest in employee training, 
access control, monitoring, and robust insider threat detection and reporting systems to 
enhance Cyber security. These insights offer valuable guidance for organisations seeking to 
protect their data and uphold a secure work environment amidst changing Cyber Incident 
occurrence. 

Keywords: Access Control and Monitoring (ACM), Employee Satisfaction (ES), Cyber 
Incident Occurrence (CIO), Cyber Incident Reporting Mechanisms (CIRM) and Insider 
Threat Detection and Reporting (ITDR). 

1. Introduction 
The realm of Cybersecurity is perpetually expanding, thereby necessitating 

heightened attention to safeguarding sensitive data against a diverse range of 
malicious intrusions, which has emerged as a pressing priority for enterprises. The 
covert characteristics of Cyber Incident occurrence, which emanate from internal 
sources within an organisation as opposed to external origins, often receive less 
attention compared to the prevalence of external threats in discussions. In the 
present context, it has become imperative to acquire a comprehensive understanding, 
identify, and effectively mitigate the internal threats originating from within the 
organisation. This proposed study aims to conduct a thorough examination of the 
complex issue presented by Cyber Incident occurrence, delving into crucial factors 
that contribute to an organisation's susceptibility. This component comprises several 
factors, including Organisation Culture (OC), Employee Training and Awareness 
(ETA), Access Control and Monitoring (ACM), Employee Satisfaction (ES), Cyber 
Incident Occurrence (CIO), Cyber Incident Reporting Mechanisms (CIRM), and 
Insider Threat Detection and Reporting (ITDR). 

The primary objective of the research presented is to propose a comprehensive 
approach for enhancing an organisation's security measures against Cyber Incident 
occurrence. The aforementioned objective will be achieved through the process of 
deconstructing the aforementioned components. The cultivation of Organisational 
Culture is a critical component of a successful security strategy, constituting one of its 
most significant facets. This study intends to explore the effectiveness of using 
Organisational Culture (OC) to cultivate a security-conscious mindset among 
employees as a means of mitigating Cyber Incident occurrence. During this period, 
there is an examination of ongoing employee training and awareness programmes, 
highlighting the significance of a competent and vigilant workforce. Access Control 
and Monitoring (ACM) is the initial defence mechanism against unauthorised access 
to sensitive data. This study examines various strategies for enhancing defence 
mechanisms to restrict access to an organization's digital infrastructure exclusively 
to authorised personnel. 

Simultaneously, a study is being conducted to examine the impact of employee 
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satisfaction (ES) on insider threat. This study explores the relationship between 
employee satisfaction and engagement and the reduced occurrence of internal 
security breaches. Understanding the mechanics of Cyber Incident Occurrence (CIO) 
is crucial for implementing effective preventative measures. Analysing past incidents 
provides valuable insights into potential vulnerabilities within an organisation. The 
proposed work also highlights the importance of Cyber Incident Reporting 
Mechanisms (CIRM), which aid in facilitating a prompt and coordinated response 
upon threat detection. The proposed task concludes with an investigation into the 
field of Insider Threat Detection and Reporting (ITDR). 

Organisations can effectively mitigate internal threats by implementing advanced 
technologies and establishing transparent reporting channels, enabling proactive 
identification and management of potential risks. This investigation examines the impact 
of critical relationships on an organization's susceptibility to Cyber-attacks, with a specific 
emphasis on the mediating role of Cyber Incident Reporting Mechanisms (CIRM). This 
study highlights the interrelationships among Organisational Innovativeness Culture, 
Employee Training and Awareness, Access Control and Monitoring, Employee Satisfaction, 
and Insider Threat Detection & Reporting. This highlights the crucial role of CIRM in 
safeguarding organisations against the constant risk of Cyber incidents. 

A threat refers to the possibility of undesirable outcomes resulting from a 
circumstance, capability, action, or event that has the potential to cause harm to a 
system or individual. Threats can arise from natural, accidental, or intentional causes. 
A threat is a widespread occurrence. Aslan et al. (2023) emphasises the growing 
concerns surrounding Cyber-attacks in Cyberspace and the necessity for innovative 
preventive measuresMathew (2023) highlights the growing concerns surrounding 
Cybercrime-as-a-Service (CaaS) and AI-enabled threats. The author emphasises the 
significance of monitoring online marketplaces and creating security tools as 
countermeasures against these threats. Gund and Jadhav (2023) examines security 
challenges in cloud computing and presents a taxonomy of threats and vulnerabilities. 
The objective is to offer guidance to cloud users and providers in enhancing their 
security practises. 

Conversely, Lipner and Pescatore (2023) work is not pertinent to the research 
question or the subject matter of threats. Oruma and Petrović (2023) examines the 
security risks faced by social robots in public spaces within the context of 5G 
networks. The study specifically emphasises the vulnerabilities present in the 
wireless access network and communication equipment. In their study, Hammi, 
Zeadally, and Nebhen (2023) examines security threats within digital supply chains. 
The author discusses various attacks that specifically target different technologies 
employed in supply chains. Additionally, Hammi et al. (2023) puts forth 
countermeasures to mitigate these threats. Mady, Gupta, and Warkentin (2023) 
examines the impact of knowledge mechanisms on employees' perception of 
information security threats, emphasising the significance of personal relevance and 
factors that promote secure behaviour. Kiran, Nishmitha, and Priyanka (2023) 
examines security threats in cloud computing and suggests strategies to mitigate 
them, emphasising the importance of preserving data security and confidentiality. 

Similarly, Aldulaimi, Abdeldayem, and Keir (2023) examines the development of 
Cybersecurity Culture within organisations, proposing a transition from a technical 
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perspective to a socio-cultural one. The study highlights the importance of human 
resource management in conducting Cybersecurity awareness training. In an 
analysis, Kaur and Kaimal (2023) examines the security challenges and threats 
associated with cloud computing. She emphasises the importance of resolving data 
breach issues and addresses concerns regarding the storage of critical information in 
the cloud. Rauf, Mohsen, and Wei (2023) suggests a taxonomic categorization of 
Cyber Incident occurrence and highlights the importance of implementing 
sophisticated behavioural anomaly detection and automatic resilience measures. 
Yousef et al. (2023) examines the application of various machine learning techniques, 
such as supervised, unsupervised, and reinforcement learning, for the purpose of 
categorising insider threat behaviours. 

Additionally, Al-Muntaser, Mohamed, and Tuama (2023) examines the application 
of file integrity monitoring for real-time intrusion detection in industrial control 
system workstations, with a particular emphasis on safeguarding user privacy. 
Villarreal-Vasquez et al. (2023) presents a novel anomaly detection framework 
utilising LSTM model for the identification of attack sequences in computer systems. 
The study showcases the framework's effectiveness in detecting Cyber Incident 
occurrence, exhibiting high performance. These papers emphasise the significance of 
comprehending and mitigating Cyber Incident occurrence using advanced detection 
methods, including behavioural anomaly detection, machine learning, file integrity 
monitoring, and sequence analysis. These papers offer valuable insights on the 
identification and mitigation of risks in the field of information security. Cârstea 
(2023) emphasises the significance of incorporating security requirements, such as 
preventing Cyber-attacks and monitoring DDoS attacks, in order to mitigate the 
consequences of information security incidents. 

In his study, Öztürk, Koza, and Willer (2023) emphasises the importance of 
addressing human vulnerabilities in information security. Specifically, he suggests 
utilising social engineering penetration testing and providing training to employees 
to enhance their ability to identify and protect against social engineering threats. 
Bolek, Romanová, and Korček (2023) examines the risks encountered by e-business 
organisations and emphasises the necessity of implementing information security 
management systems to alleviate these risks. Nunes et al. (2023) highlights the 
information security concerns of financial auditors and offers ten recommendations 
to address these concerns. These recommendations encompass various areas such as 
mobile device usage, malware protection, and network security management. 

2. Literature Review and Hypotheses 
The ever-evolving field of organizational security uses the phrase "Cyber Incident 

occurrence" to refer to hazards that originate from within the company itself. This 
field is in a constant state of change. Internal dangers, as opposed to external dangers, 
are typically caused by workers, contractors, or other individuals within the 
organization who have access to sensitive information. The field of organisational 
security employs the term "Cyber Incident occurrence" to denote risks that arise 
internally within the company. This field experiences continuous evolution. Internal 
dangers, in contrast to external dangers, are commonly attributed to individuals such 
as workers, contractors, or other personnel within the organisation who possess 
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authorised access to sensitive information. The strategy should encompass factors 
such as organisational culture awareness and the utilisation of advanced detection 
and reporting techniques. 

On the other hand, Apau, Sedek, and Ahmad (2019) proposes the implementation of a 
Trusted Human Framework (THF) as a means to identify and prevent potential Cyber 
Incident occurrence. Saxena et al. (2020) highlights the importance of comprehending 
the characteristics of Cyber Incident occurrence and the difficulties associated with 
identifying and detecting them. According to Greitzer et al. (2019), it is crucial to take into 
account human behavioural factors when detecting and addressing Cyber Incident 
occurrence. In his study, Nicolaou, Shiaeles, and Savage (2020) investigates the 
application of bio-inspired models, particularly machine learning algorithms, for 
addressing Cyber Incident occurrence. These papers offer insights into diverse 
approaches and strategies for the identification and mitigation of risks within 
organisational settings. 

According to Brown, Watkins, and Greitzer (2013), analysing electronic 
communication linguistically can help anticipate insider threat risks, offering early 
indications for proactive mitigation. Baracaldo and Joshi (2013) suggests an adaptive 
framework for risk management and access control that includes a risk assessment 
process to address Cyber Incident occurrence. Egli (2016) examines the risks 
associated with Cyber Incident occurrence to unstructured data and proposes 
effective risk mitigation strategies through the implementation of data governance. 
Enterprises face difficulties in enhancing their Cyber security to prevent and counter 
Cyber-attacks. However, there is a lack of comprehensive studies on the factors that 
influence organisations' awareness and preparedness in terms of Cyber Security. 

Likewise, Pallas et al. (2013) found a positive relationship between an 
organization's innovativeness and the success of an innovation. Innovativeness is 
defined as having a strategic focus on innovations, extrinsic incentive, openness in 
communication, and management encouragement. Li and Liu (2022) found a positive 
correlation between corporate innovation culture and employees' innovative 
behaviour, with innovation self-efficacy serving as a mediating factor in this 
association. Elsayed et al. (2023) examined the influence of perceived psychological 
safety, error risk taking, and perceived organisational innovation climate on 
innovative work behaviour. The researcher found that error-taking plays a mediating 
role in the positive association between perceived psychological safety and 
innovative work behaviour. 

Additionally, the perceived organisational innovation climate enhances this 
relationship. Mahajan (2010) highlighted the importance of event reporting systems for 
improving patient safety and facilitating the analysis of significant incidents. Benevento 
et al. (2023) examines the advantages and disadvantages of incident reporting systems 
(IRS) within the healthcare sector. The author emphasises the importance of enhancing 
operators' compliance with the IRS as a means to enhance the broader patient safety 
culture. Lecic et al. (2023) examines the role of an innovative climate in mediating the 
relationship between inventive behaviour and leadership, potentially impacting the 
occurrence of incidents. In conclusion, Elsamani, Mejia, and Kajikawa (2023) proposes a 
comprehensive conceptual framework that encompasses various factors that can impact 
the occurrence of incidents. This framework includes employee well-being and 
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innovativeness as key components. 
H1: Cyber incident reporting mechanism mediates the relationship between 
organizational innovativeness culture and Cyber incident occurrence. 

The rising sophistication of Cyber-attacks poses a threat to the online security of 
organisations. Timely identification of such hazards is crucial for safeguarding organisations. 
Human perception can complement or surpass technology detection measures, especially in 
the case of advanced Cyberattacks like spear phishing. However, staff members have a 
limited usage of reporting tools. This study aims to expand the understanding of Cyber 
incident reporting behaviour by considering hedonic motives, specifically warm glow, in 
addition to the utilitarian incentives that previous research has primarily focused on in the 
field of Cyber security. This enables us to offer a more comprehensive comprehension of the 
subject matter. Volpentesta, Ammirato, and Palmieri (2011) found that information security 
managers' perception of risk was influenced by the existence of an information security 
policy and the reporting of incidents related to information security. 

Moreover, Eminağaoğlu, Uçar, and Eren (2009) conducted a case study that 
demonstrated the positive outcomes of information security awareness training. He 
highlighted the significance of human awareness in the efficacy of information security 
management programmes, specifically by emphasising the positive impact of information 
security awareness training. Liandani, Lubis, and Witjaksono (2020) found that self-
attitude and self-cognitive factors significantly influence information security awareness. 
Parsons et al. (2014) developed the Human Aspects of Information Security Questionnaire 
(HAIS-Q) and found that comprehension of policy and procedures had a greater impact on 
attitude compared to self-reported behaviour. Riemenschneider, Burney, and Bina (2023) 
highlights the significance of psychological capital and organisational ideals in promoting 
behaviour that supports information security. Alfalah (2023) examines the impact of Cyber 
security perceptions on attitudes towards the use of a learning management system, with 
Internet security knowledge as a moderating factor. 
H2: Cyber Incident reporting mechanism mediates the relationship between Employee 
training awareness and Cyber incident occurrence. 

Information Systems (IS) research on managerial response to Cyber security 
breaches has mainly focused on external actions, such as customer redressal and 
crisis response. These areas are susceptible to impact due to the breach. A breach can 
indicate underlying systemic issues within the company. Merely addressing current 
problems through technical solutions and controls may hinder other managerial 
efforts to ensure future Cyber security. Information Security Risk Assessments (ISRA) 
are a valuable tool for identifying vulnerabilities that may have been overlooked 
following a breach. Although governance is emphasised in standards for these 
activities, it remains underexplored in information systems research, lacking 
empirical evidence to substantiate its role. 

Correspondingly, Volpentesta et al. (2011) found that incident reporting and the 
existence of an information security policy were factors that influenced the perceived 
risk of information security incidents. Johnson (2002) emphasised the importance of 
creating effective queries and monitoring retrieval operations when considering the 
role of software tools in supporting incident reporting systems. According to Hazan 
(2016), incident reporting is crucial in healthcare settings. However, successful 
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reporting is hindered by challenges such as system design issues and organisational 
culture difficulties. Mahajan (2010) highlighted the challenges related to incident 
reporting systems. The difficulties encompassed concerns about potential punitive 
measures and a lack of structured analysis and feedback for physicians. Rahman Jabin 
et al. (2023) highlights the deficiencies in digital incident reporting systems and the 
discrepancy between event reporting and investigation stages. Agbadiba and 
Maduagwu (2023) examines the impact of incident reporting on operational risk 
management and accident prevention in FPSO operations, highlighting the 
importance of behavioural change and the establishment of a safety culture. 
H3: Cyber Incident reporting mechanism mediates the relationship between access 
control & monitoring and Cyber incident occurrence. 

Companies may consider the suitability of an employee for a specific job in order 
to enhance the likelihood of successful and incident-free task execution. When 
assigning employees to tasks, it is feasible to consider variables such as the 
individual's familiarity with the task and the level of physical exertion required. The 
perceived risk of information security incidents was influenced by incident reporting 
and the presence of an information security policy, as indicated by the research 
conducted by Volpentesta et al. (2011). In a study conducted by Alaidaros and 
Albeedh (2022), an investigation was carried out to explore the relationship between 
job satisfaction and the information security of organisations. 

The study specifically aimed to examine the impact of employee happiness on the 
overall state of information security within a company. In a study conducted by Bruno 
and Abrahão (2012), the objective was to examine the correlation between the 
frequency of incidents and the judgements rendered by operators in an information 
security centre. The researcher identified a notable correlation between the rate of 
occurrences and the quantity of incorrect positive judgements. The collective findings 
of these studies indicate that incident reporting methods may serve as a moderating 
factor in the relationship between employee happiness and the frequency of security 
incidents. In their study, Riemenschneider et al. (2023) examines the impact of 
corporate ideals on employee attitude and information security behaviour. They also 
explore the role of psychological capital as a mediator in this relationship. Al-refaei et 
al. (2023) proposes a model that utilises mediation and moderation to enhance 
service quality by considering factors such as work involvement, job satisfaction, and 
organisational commitment. This is achieved by prioritising three key factors. 
H4: Cyber Incident reporting mechanism mediates the relationship between Employee 
satisfaction and Cyber incident occurrence. 

The effective governance of information security assets is a critical and intricate 
undertaking. The significance of ensuring security measures is heightened as 
businesses increasingly provide their customers with widespread access to 
information systems, coinciding with a rise in both the quantity and intricacy of 
security threats. To ensure effective management of information security, it is 
imperative to strategically allocate security resources across multiple domains. These 
domains encompass the prevention of attacks, the mitigation of vulnerabilities, and 
the deterrence of threats. This research offers assistance to managers in making 
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informed security decisions through the evaluation of various security management 
strategies using a system dynamics model. The lens employed for the analysis of these 
strategies pertains to the costs associated with investment and security. 

According to Ismaila and Adeleke (2023), there have been a lot of improvements 
in finding Cyber Incident occurrence recently. He does this by carefully looking at the 
metadata related to the techniques used to find these threats. This review is 
predicated on a comprehensive literature search. The purpose of this publication is 
to establish a benchmark for researchers engaged in the development of novel 
detection methodologies. In his study, Wang (2008) examines the correlation 
between the dissemination of information pertaining to information security and the 
subsequent impact of information security incidents. Based on the research findings, 
the emergence of new disclosures pertaining to information security risk factors has 
the capacity to mitigate the repercussions of incidents on stock prices. This 
observation underscores the importance of devising effective methods for disclosure. 

As per Natarajan and Hossain (2004), it is advocated that the intelligence 
community should adopt social network surveillance as a means to mitigate the 
various risks associated with individuals within the organisation. Rauf et al. (2023) 
presents a comprehensive classification system for Cyber Incident occurrence, 
focusing primarily on advanced techniques such as behavioural anomaly detection 
and automatic resilience. In their study, Rahman Jabin et al. (2023) conducts an 
evaluation of healthcare quality concerns pertaining to digital incident reporting 
systems. 
H5: Cyber Incident reporting mechanism mediates the relationship between insider 
threat detection & reporting and Cyber incident occurrence. 
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3. Methodology 
The research employed quantitative methodologies to offer a comprehensive 

perspective on the phenomenon. A total of 219 employees from diverse sectors in Saudi 
Arabia were included in the sample for data collection. The selection of participants 
aimed to ensure a comprehensive representation of various roles, levels of seniority, and 
departments across their respective organisations. The presence of diverse perspectives 
facilitated a thorough comprehension of the dynamics surrounding Cyber Incident 
occurrence. A structured questionnaire was created to assess Cyber Incident occurrence, 
drawing from existing literature and expert opinions. The questionnaire consisted of 
sections that examined individual attitudes, behavioural patterns, and organisational 
factors related to Cyber Incident occurrence. 

The researchers used Likert-scale questions to measure responses, enabling 
quantitative analysis. Data was collected via online surveys distributed to the chosen 
participants. The survey questionnaire aimed to collect data regarding employees' 
perceptions, experiences, and observations regarding Cyber Incident occurrence. 
Anonymity was ensured to promote truthful and open responses from participants. 
Statistical software was utilised to conduct quantitative data analysis. The 
researchers computed descriptive statistics, such as means, frequencies, and 
percentages, in order to provide a summary of the participants' responses. In order 
to identify significant correlations and patterns within the data Structural Equation 
Modelling (SEM) with Amos were utilised. 
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The analysis identified several factors that contribute to Cyber Incident occurrence, 
such as employee dissatisfaction, inadequate security protocols, limited employee 
awareness, and insufficient monitoring mechanisms. These findings offer valuable insights 
into the difficulties organisations encounter when addressing Cyber Incident occurrence. 

Table 1. Measurement Scales 
“Organization Innovativeness Culture References 

1. Innovativeness_1: Managers have courage to make innovation and take risk. 
2. Innovativeness_2: Managers actively lead the staff to grow and innovate. 
3. Innovativeness_3: Managers have vision and insights to create new business 

opportunities. 
4. Innovativeness_4: Employees always have to face challenges and they can learn and 

grow from the challenges. 
5. Innovativeness_5: Your company pays attentions to the uniqueness of employees 

and encourages the innovation from employees. 
6. Innovativeness_6: Your company is willing to take risks, and it is indeed an 

ambitious and energetic organization. 

Ernest Chang 
and Lin 
(2007) 

Employee Training and Awareness 

Zhou et al. 
(2019) 

1. In organization normally there is employee training provided on computer network 
privacy and security AND mobile device privacy and security 

2. In organization normally there is HIPAA training, which includes instructional 
material tailored for telehealth privacy and security, provided at least on an annual 
basis, for all staff that use the telehealth system 

3. In organization normally there are the risks of social media connections (e.g. risks 
of inadvertent linking of patients via social media as a result of using mobile devices 
with downloaded social media accounts on the device) discussed with all users of 
the telehealth system 

Access Control and Monitoring 
1. In organization normally there is Authentication/Access Control 
2. In organization normally there is proper user authentication (username, passwords, 

fingerprinting, PINs, and security questions) established before logging into the 
telehealth session 

3. I normally use strong passwords (uppercase, lowercase, minimum length, special 
symbols, digits, etc.) to access the telehealth system 

4. In organization normally there is there an inactivity time out function available on 
the telehealth system that requires re-authentication to access the system after the 
timeout period has ended 

5. In organization normally there is unauthorized viewing of patient information 
prevented by applying access controls (e.g., role-based, user-based, context-based 
access controls) 

6. In organization normally there are all of the smart devices (smartphones, tablets, 
smartwatch etc.) that are used in telehealth sessions, password protected and 
encrypted 

Employee Satisfaction 
Montesdioca 
and Maçada 
(2015) 

1. I am satisfied with the information security practices. 
2. I am satisfied with the information security training. 
3. I am satisfied with the information security policy. 
4. Overall, I am satisfied with the information security. 

Cyber Incident Occurrence Lynch (2022) 
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1. In organization I use multi-factor authentication (MFA) 
2. In organization I enforce a current privileged user policy and regularly audit user 

privileges 
3. In organization I regularly run phishing attack simulations to ensure your 

colleagues are trained to look for signs of fraud 
4. In organization I enforce your security policy controls in your cloud-managed data 

repositories 
5. In organization I use an analytics tool to study past Cyber Incident occurrence and 

build profiles to define unusual user activities 
Incident Reporting Mechanisms 

1. In organization, no recognised reporting mechanism in place 
2. In organization, a reporting process in place but not well known or used. 
3. In organization, a reporting mechanism is in place and used by most but still has 

challenges in its use 
4. In organization, a well understood processes with majority completing the process 

as described 
5. In organization, second nature to staff on how to report. 

Humphrey 
(2017) 

Insider Threat Detection and Reporting 

Kont et al. 
(2015) 

1. In organization normally there are anti-malware alerts 
2. In organization normally there are blacklisted files detected (‘hacker tools’) 
3. In organization normally there is (Attempt of ) disabling anti-malware tools 
4. In organization normally there has been attempted to escalation of privileges 
5. In organization normally user attempts to print or copy confidential documents 
6. In organization normally there is abnormally large number of software errors 
7. In organization normally there is unidentified device is attached (USB, CD-ROM) 
8. In organization normally there is failed login attempts 
9. In organization normally there are different users (attempting to) log in from the 

same workstation 
10. In organization normally there are user logs into a desktop workstation outside 

working hours 
11. In organization normally there is lack of log messages or monitoring data” 

4. Reliability and Validity 
Table 2 presents the factor loadings, reliability, and convergent validity for the 

constructs in the study. The key findings for each construct are as follows: 
The organization's culture demonstrates good reliability (CR: 0.761), convergent 

validity (AVE: 0.564), and strong internal consistency (α: 0.784). Employee Training and 
Awareness also shows acceptable reliability (CR: 0.701), convergent validity (AVE: 0.541), 
and strong internal consistency (α: 0.841). Access Control and Monitoring exhibit’s good 
reliability (CR: 0.733), convergent validity (AVE: 0.597), and strong internal consistency 
(α: 0.799). Employee Satisfaction demonstrates strong reliability (CR: 0.768), convergent 
validity (AVE: 0.600), and sound internal consistency (α: 0.739). Cyber Incident 
Occurrence displays good reliability (CR: 0.749), convergent validity (AVE: 0.588), and 
strong internal consistency (α: 0.744). Cyber Incident Reporting Mechanisms show 
acceptable reliability (CR: 0.710), supported convergent validity (AVE: 0.509), and sound 
internal consistency (α: 0.728). Insider Threat Detection and Reporting reveals good 
reliability (CR: 0.700), established convergent validity (AVE: 0.537), and strong internal 
consistency (α: 0.785). These findings collectively indicate that the measurement 
instrument is robust and valid, as it reliably and accurately assesses the factors associated 
with Cyber Incident occurrence in the study. 

Table 3 presents the results of discriminant validity, where the squared 
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correlations between constructs are shown below the diagonal. The diagonal values, 
representing the Average Variance Extracted (AVE) for each construct, exceed the 
squared correlation values, indicating strong discriminant validity. This suggests that 
the constructs are separate and do not have significant overlap in their measurement. 
In summary, the study's measurement instrument exhibit’s high reliability, 
satisfactory convergent validity, and robust discriminant validity. These findings 
establish the reliability and credibility of the data gathered and examined in relation 
to Cyber Incident occurrence within organisational settings. 

Table 1. Factor Loadings Reliability, Convergent Validity 
 CR AVE Α 

Organization Culture (OC) 0.761 0.564 0.784 
Employee Training and Awareness (ETA) 0.701 0.541 0.841 
Access Control and Monitoring (ACM) 0.733 0.597 0.799 
Employee Satisfaction (ES) 0.768 0.600 0.739 
Cyber Incident Occurrence (CIO) 0.749 0.588 0.744 
Cyber Incident Reporting Mechanisms (CIRM) 0710 0.509 0.728 
Insider Threat Detection and Reporting (ITDR) 0.700 0.537 0.785 

Table 2. Discriminant Validity 
 1 2 3 4 5 6 7 

OC 0.56       
ETA 0.47 0.58      
ACM 0.34 0.49* 0.61     

ES 0.24** 0.14** 0.47* 0.50    
CIO 0.40* 0.22** 0.58 0.24** 0.57   

CIRM 0.39** 0.37 0.51* 0.33** 0.43* 0.54  
ITDR 0.44* 0.19* 0.27** 0.38* 0.28* 0.17** 0.501 

Note: values of AVE on diagonal higher than squared correlations values. † p < 0.100; 
* p < 0.050; ** p < 0.010; *** p < 0.001 
4.1 Model Testing: 
Summary of Measurement Model Fit 

The findings are as follows. 
 CFI (Comparative Fit Index): The Comparative Fit Index (CFI) score of 0.92 

surpasses the acceptable threshold of 0.90, suggesting that the measurement 
model exhibits favourable fit in comparison to a null model. 

 AGFI (Adjusted Goodness of Fit Index): The model's fit is considered acceptable, 
as it exceeds the baseline threshold of 0.80, with a score of 0.84. 

 RMSEA (Root Mean Square Error of Approximation): The RMSEA value of 0.018 
falls below the suggested threshold of 0.08, suggesting that the measurement 
model demonstrates a favourable fit with the collected data. 

 CMIN/df (Chi-Square/degrees of freedom): The model demonstrates good fit 
with a value of 2.31, which falls below the established threshold of 3. This indicates 
a reasonable chi-square statistic. 

 TLI (Tucker-Lewis Index) and IFI (Incremental Fit Index): The TLI and IFI scores 
are 0.95 and 0.93, respectively, exceeding the acceptable threshold of 0.90. This 
provides additional evidence supporting the strong fit of the measurement model. 
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In summary, the aforementioned explanation suggests that the measurement 
model demonstrates a strong fit with the data, as evidenced by several fit indices 
surpassing the recommended thresholds. This outcome instils confidence in the 
overall quality of the measurement model. 
Summary of Structural Model Fit 

The results are as follows: 
 CFI (Comparative Fit Index): The Comparative Fit Index (CFI) score of 0.94 

surpasses the acceptable threshold of 0.90, indicating that the structural model 
exhibits a favourable fit in comparison to a null model. 

 AGFI (Adjusted Goodness of Fit Index): The model's fit, indicated by a score of 
0.85, is deemed satisfactory as it exceeds the minimum threshold of 0.80, which 
serves as the baseline. 

 RMSEA (Root Mean Square Error of Approximation): The RMSEA value of 0.011 
falls below the commonly recommended threshold of 0.08, suggesting that the 
structural model exhibits a favourable fit with the observed data. 

 CMIN/df (Chi-Square/degrees of freedom): With a value of 1.24, the structural model 
fits well as it is below the threshold of 3, suggesting a reasonable chi-square statistic. 

 TLI (Tucker-Lewis Index) and IFI (Incremental Fit Index):  The TLI and IFI scores, 
which are 0.95 and 0.94 respectively, surpass the acceptable threshold of 0.90. This 
provides additional evidence supporting the strong fit of the structural model. 

In conclusion, the previous information suggests that the structural model 
demonstrates a strong alignment with the data, as evidenced by multiple fit indices 
exceeding the recommended thresholds. This instils confidence in the integrity of the 
structural model and its appropriateness for examining the interrelationships among 
constructs. 

4.2 Direct and Indirect Hypothesis 
These findings suggest the following: 

 Each of the independent variables (Organization Culture, Employee Training and 
Awareness, Access Control and Monitoring, Employee Satisfaction, and Cyber 
Incident Occurrence) has a significant direct positive effect on "Cyber Incident 
Reporting Mechanisms," indicating that improvements in these variables 
contribute to enhanced reporting mechanisms for Cyber incidents. 

 The significant impact of indirect effects, which encompass the combined influence 
of both direct and indirect pathways, underscores the crucial role of these 
variables in facilitating the implementation of Cyber incident reporting 
mechanisms. 

 The presence of effective ''Cyber incident reporting mechanisms'' has a direct and 
positive impact on the occurrence of Cyber incidents. This correlation supports the 
idea that implementing strong reporting mechanisms can contribute to a decrease 
in the frequency of Cyber incidents. 

In general, the analysis of direct and indirect effects underscores the intricate 
connections between these variables, underscoring their interdependence in influencing 
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the efficacy of Cyber incident reporting mechanisms within the examined context. 

Table 4. Summary of Effects 
Variables Direct Effects Indirect Effects Total Effects 

Organization Culture  Cyber Incident Reporting 
Mechanisms 

0.314 0.497 0.811 

Employee Training and Awareness  Cyber Incident 
Reporting Mechanisms 

0.388 0.499 0.887 

Access Control and Monitoring  Cyber Incident 
Reporting Mechanisms 

0.146 0.379 0.525 

Employee Satisfaction  Cyber Incident Reporting 
Mechanisms 

0.136 0.441 0.577 

Cyber Incident Occurrence  Cyber Incident 
Reporting Mechanisms 

0.247 0.501 0.748 

Cyber Incident Reporting Mechanisms  Cyber 
Incident Occurrence 

0.397 ---- 0.397 

Table 5 below provides the summary of the acceptance/rejection status of all the 
hypotheses of the study in accordance with the results presented in Table 7 above. 

5. Result of Analyses and Hypotheses 
The findings of the analyses and hypotheses testing are displayed in Table 5, which 

focuses on evaluating the mediating effect of "Cyber Incident Reporting Mechanisms" 
on the associations between different independent variables and "Cyber Incident 
Occurrence." The findings are as follows: 
 H1 - Cyber Incident reporting mechanism mediates the relationship between 

organizational innovativeness culture and Cyber incident occurrence: This 
hypothesis is rejected as the p-value is 1.01, which is above the significance level 
of 0.05. The t-value of 1.34 is also below the threshold of 1.96, indicating that the 
mediation effect is not supported. 

 H2 - Cyber Incident reporting mechanism mediates the relationship between 
Employee training awareness and Cyber incident occurrence: This hypothesis is 
accepted, with a p-value of 0.014, which is below the significance level of 0.05. The 
t-value of 2.97 exceeds the threshold of 1.96, indicating that the mediation effect is 
supported. 

 H3 - Cyber Incident reporting mechanism mediates the relationship between 
access control & monitoring and Cyber incident occurrence: This hypothesis is 
accepted, with a p-value of 0.011, below the significance level of 0.05. The t-value 
of 3.54 surpasses the threshold of 1.96, supporting the mediation effect. 

 H4 - Cyber Incident reporting mechanism mediates the relationship between Employee 
satisfaction and Cyber incident occurrence: This hypothesis is rejected, as the p-value is 
0.87, exceeding the significance level of 0.05. The t-value of 1.22 is below the threshold 
of 1.96, indicating that the mediation effect is not established. 

 H5 - Cyber Incident reporting mechanism mediates the relationship between insider 
threat detection & reporting and Cyber incident occurrence: This hypothesis is 
accepted, with a p-value of 0.016, below the significance level of 0.05. The t-value of 
4.57 exceeds the threshold of 1.96, supporting the mediation effect. 
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In short, the results show that "Cyber Incident Reporting Mechanisms" act as a link 
between "Employee Training and Awareness," "Access Control and Monitoring," and 
"Insider Threat Detection and Reporting" when it comes to "Cyber Incidents." 
However, the presence of a mediation effect between "Organisational Innovativeness 
Culture" and "Employee Satisfaction" is not substantiated. The aforementioned 
findings offer valuable insights into the intricate interconnections among the 
variables under examination and their influence on the frequency of Cyber incidents 
within the specific context that was investigated. 

Table 5. Hypothesis Testing 
Hypotheses P-value t-value Accept or reject 

H1 

Cyber Incident reporting mechanism mediates 
the relationship between organizational 
innovativeness culture and Cyber incident 
occurrence. 

1.01 1.34 Rejected 

H2 
Cyber Incident reporting mechanism mediates 
the relationship between Employee training 
awareness and Cyber incident occurrence. 

0.014 2.97 Accept 

H3 
Cyber Incident reporting mechanism mediates 
the relationship between access control & 
monitoring and Cyber incident occurrence. 

0.011 3.54 Accept 

H4 
Cyber Incident reporting mechanism mediates 
the relationship between Employee 
satisfaction and Cyber incident occurrence. 

0.87 1.22 Rejected 

H5 

Cyber Incident reporting mechanism mediates 
the relationship between insider threat 
detection & reporting and Cyber incident 
occurrence. 

0.016 4.57 Accept 

p-value <0.05 (Hair et al., 2007), t-value > 1.96 (Bhatti & Sundram Kaiani, 2015) 

6. Discussion 
This study examines the relationships between different organisational factors, 

namely Organisation Culture (OC), Employee Training and Awareness (ETA), Access 
Control and Monitoring (ACM), Employee Satisfaction (ES), and Insider Threat 
Detection and Reporting (ITDR), and the occurrence of Cyber Incidents (CIO). 
Furthermore, researchers conducted an investigation into the mediating function of 
Cyber Incident Reporting Mechanisms (CIRM) within these associations. These 
results offer significant insights for organisations seeking to enhance their 
Cybersecurity strategies and address the issue of Cyber Incident occurrence. 

Also, this study highlights the significant importance of Cyber Incident Reporting 
Mechanisms (CIRM) as an intermediary in particular relationships, particularly those 
involving Employee Training and Awareness (ETA), Access Control and Monitoring 
(ACM), and Insider Threat Detection and Reporting (ITDR). However, it is important 
to note that the influence of additional organisational factors, such as Organisation 
Culture (OC) and Employee Satisfaction (ES), may not be as extensively mediated by 
CIRM in terms of mitigating the frequency of Cyber incidents. The thorough 
comprehension of the interconnections among these variables and their moderation 



Bhatti & Jamil - Factors Effecting Cyber Incident Occurrence: Mediating Role of Cyber Incident Reporting Mechanism 

 

127 
© 2023 International Journal of Cyber Criminology (Diamond Open Access Journal). Under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International (CC BY-NC-SA 4.0) License 

by CIRM provides organisations with a more intricate strategy for enhancing their 
Cyber security endeavours. 

The second hypothesis suggested that the mediating role of CIRM would be evident 
in the relationship between Employee Training and Awareness (ETA) and the Chief 
Information Officer (CIO). The acceptance of this hypothesis indicates that CIRM 
functions as a mediator in the association between ETA and CIO. This suggests that 
the implementation of comprehensive employee training and awareness 
programmes, coupled with the establishment of streamlined reporting mechanisms, 
can contribute to a decrease in the probability of Cyber incidents. 

The third hypothesis stated that the mediating role of CIRM would be evident in the 
relationship between Access Control and Monitoring (ACM) and the Chief Information 
Officer (CIO). The hypothesis was found to be supported, suggesting that CIRM serves 
as an effective mediator in the relationship between ACM and CIO. This highlights the 
significance of not only implementing robust access control and monitoring protocols 
but also establishing a dependable reporting system to address and minimise Cyber 
incidents. The fourth hypothesis proposed that the mediating role of CIRM would be 
evident in the relationship between Employee Satisfaction (ES) and CIO. The rejection 
of this hypothesis indicates that there is no substantial mediation effect of CIRM on the 
relationship between employee satisfaction and the CIO. 

The presence of effective reporting mechanisms is crucial in conjunction with 
employee satisfaction in order to effectively mitigate the occurrence of Cyber 
incidents. The fifth hypothesis suggests that the relationship between Insider Threat 
Detection and Reporting (ITDR) and the Chief Information Officer (CIO) would be 
influenced by the presence of CIRM. The acceptance of this hypothesis suggests that 
CIRM functions as a mediator in the association between ITDR and CIO. This suggests 
that the presence of effective mechanisms for identifying and reporting Cyber 
Incident occurrence is of utmost importance in mitigating the frequency of Cyber 
incidents within an organisation. 

In brief, the findings of this study underscore the significant importance of Cyber 
Incident Reporting Mechanisms (CIRM) in moderating the associations between 
specific organisational factors and the occurrence of Cyber incidents. The integration 
of robust reporting mechanisms, in conjunction with elements such as 
comprehensive employee training and awareness programmes, as well as access 
control and monitoring measures, can play a pivotal role in mitigating the likelihood 
and impact of Cyber incidents. Nevertheless, the research also emphasises that the 
influence of additional variables, such as Organisational Culture and Employee 
Satisfaction, may not be as significantly moderated by CIRM in reducing Cyber 
incidents. 

 

7. Implications: 
This research enhances the theoretical comprehension of the significance of Cyber 

Incident Reporting Mechanisms (CIRM) within the realm of Cyber security. This study 
elucidates the role of CIRM in facilitating the connections between different 
organisational factors and the occurrence of Cyber incidents, emphasising its crucial 
function as a mediator between organisational practices and the mitigation of such 
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incidents. The findings of the study indicate that the influence of organisational 
factors on the occurrence of Cyber incidents is not consistent across all factors. 
Through the analysis of the mediating effect of CIRM, this study differentiates 
between factors such as Employee Training and Awareness (ETA) and Access Control 
and Monitoring (ACM), which demonstrate significant mediation, and factors such as 
Organisation Culture (OC) and Employee Satisfaction (ES), which display less 
pronounced mediation. 

The findings can be used by organisations to prioritise and improve their employee 
training and awareness programmes. By acknowledging the intermediary function of 
CIRM, organisations can implement training programmes that not only impart 
knowledge to employees but also enable them to confidently and proficiently 
communicate potential Cyber threats. The research highlights the significance of 
incorporating robust access control and monitoring systems alongside effective 
reporting mechanisms. Organisations have the option to allocate resources towards 
the adoption of advanced access control technologies and real-time monitoring tools, 
in conjunction with the implementation of streamlined reporting procedures, as a 
means to effectively mitigate Cyber incidents. Organisations can enhance their insider 
threat mitigation strategies by recognising the influence of CIRM in facilitating the 
connection between Insider Threat Detection and Reporting (ITDR) and the 
incidence of Cyber incidents. It is imperative to establish measures that guarantee 
employees possess comprehensive knowledge regarding the identification and 
reporting of Cyber Incident occurrence and to ensure that these reports are promptly 
addressed and acted upon. 

8. Limitations and Future Research Directions: 
The study's findings may be limited in terms of generalizability. The study was 

conducted within a specific organisational context, and its findings may not be 
universally applicable to all industries or organisational settings. The study's reliance 
on self-reported data may introduce biases. Future research could improve by 
incorporating both self-reporting and objective data sources to enhance the validity 
of the study. The study does not consider temporal fluctuations in the associations. 
Longitudinal studies offer valuable insights into the temporal evolution of 
relationships. 

Future research should consider examining various industries and organisational 
sizes to determine the generalizability of the findings in different contexts. 
Longitudinal research can examine the evolving relationships between 
organisational factors, CIRM, and Cyber incident occurrence, taking into account the 
dynamic nature of Cyber security threats. Studying the relationship between 
organisational policies, governance structures, and CIRM can enhance our 
comprehensive comprehension of the Cyber security landscape. Studying the 
influence of CIRM and organisational factors on Cyber incident occurrences across 
different cultures and regions can offer valuable insights into global Cyber security 
practices. 

In conclusion, this study offers significant theoretical and practical insights 
regarding the role of Cyber Incident Reporting Mechanisms (CIRM) in the field of 
Cyber security. Despite its limitations, future research can expand on these findings 
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to improve our understanding of how organisations can effectively address Cyber 
threats and enhance their Cyber security. 
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