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Abstract 
Technology and digital advancement have produced several advantages to mankind, 
but it has also created a new field to focus on and monitor, which is cybersecurity for the 
prevention of cybercrimes. Countries like Iraq have embraced these innovations without 
any proper prelude measures and are facing different challenges to combat cyber issues. 
In this context, this study has empirically evaluated the influence of organizational 
cybersecurity on the digital workplace performance of employees. Some of the external 
factors, i.e., policy compliance of the organization and attitudes of employees towards 
cybersecurity, have been investigated as mediators. This study has used a quantitative 
survey questionnaire approach for the data collection and has analyzed the collected 
data through primary research software’s SPSS and Amos. The results have revealed the 
significance of organizational cybersecurity in the digital workplace, yet the mediators 
have reflected the insignificant impact on the digital workplace. This study has discussed 
its theoretical and practical implications and limitations for policymakers and future 
researchers as well. 

Keywords: cybersecurity, digital workplace, policy compliance, attitude towards 
cybersecurity. 

1. Introduction 
Organizational cyberculture relates to people's understandings, opinions, views, 

beliefs, assumptions, conventions, and principles related to cybersecurity and the 
way they show up in how they use technological devices. Information security issues 
should be incorporated into an employee's routine behavior, work routines, and 
behavior as part of organizational cyberculture (Remac, 2017). Although 
cybersecurity policies are universal across firms, employees may regard them as 
recommendations instead of rules because most data intrusions within organizations 
are caused by human actors. 

Similarly to this, enterprises cannot be protected by technology if they are not 
properly incorporated and used. The rising use of technological advances in routine 
operations has made cybersecurity a major challenge. Like in all other sectors, 
business organizations were given a plethora of chances to improve the services they 
deliver to their clients due to digital transformations (Gull et al., 2023). Nevertheless, 
this has made it harder for the organization to safeguard its technology infrastructure 
from unauthorized access. Most firms have made major expenditures to safeguard 
their electronic infrastructure, either by creating specialized divisions or outsourcing 
their security activities. Nevertheless, cyberattacks have risen substantially, and 
cyber criminals are developing new strategies to target businesses and steal valuable 
data (Saeed, 2023).  

Everybody in the organization, from the highest levels to staff members, must 
use technology to perform daily duties as tools utilized by organizational users, 
especially those established for security objectives; technology directly affects the 
level of cybersecurity in the organization. How risks are handled as they arise is a 
basic yet essential organizational factor that affects the success of designing a 
cybersecurity attitude (Poehlmann et al., 2021). Nations adopt a variety of 
precautions to safeguard their infrastructure from malware, which is referred to 
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as cybersecurity. Many industrialized and even emerging economies have started 
to set up top authorities and councils focused on cybersecurity. Because of Iraq's 
lack of rapid technological capabilities and the country's robust entry into 
cyberspace, particularly after 2003, when the utilization of smart cellphones and 
computers increased, cybersecurity in Iraq has been irreversibly compromised 
(Jarjees Al-Tae, Al-Dhalimi, & Jabbar Al-Shaibani, 2020). The idea of the digital 
workplace has become the centerpiece for modernizing business procedures in 
Iraq as organizations increasingly adopt digital transformation. The risks to these 
organizations’ cybersecurity, nevertheless, are further raised by their increasing 
reliance on digital technologies. Understanding how organizational cybersecurity 
factors affect the digital workplace in Iraq in this setting is essential for protecting 
sensitive data, guaranteeing business continuity, and sustaining trust among 
stakeholders. The aim of this study is to examine the impact of organizational 
cybersecurity determinants on the digital workplace in Iraq with an emphasis on 
the impact of cybersecurity policy and compliance as well as attitude towards 
cybersecurity. The objectives of this study are: 
1. To assess the impact of organizational cybersecurity determinants on the digital 

workplace in Iraq 
2. To assess the management and employee perspectives on cybersecurity in Iraqi 

organizations operating in the digital workplace 
3. To evaluate the impact of policy and compliance on organizations’ general 

cybersecurity anticipation in Iraq's digital workplace. 

Understanding the function of organizational cybersecurity determinants is 
essential for guaranteeing the protection of sensitive data and digital assets in Iraq as 
the use of the digital workplace grows. The findings of the research can assist 
businesses in determining where their cybersecurity defenses need to be 
strengthened and in implementing those changes into practice. The study can help 
improve organizational resilience against cyber threats by examining the roles played 
by attitudes toward cybersecurity, policy, and compliance. The development of plans 
to strengthen response capabilities and minimize the potential impact of cyber 
incidents might result from the identification of gaps and difficulties in cybersecurity 
practices. 

2. Literature Review 
2.1 Theoretical Framework 

Researchers have used different theories in the literature as the foundation base 
of concepts targeted in this study. The best-fit theory for the designed framework was 
the dynamic system theory. This theory is centered mainly on the process of change 
and development (Thelen, Ulrich, & Wolff, 1991); this theory has emerged in the 
business dimension with the name of dynamic system approach [DSA] to influence 
the psychology of the conceptualization of change in organizations (Golenia et al., 
2017). Many researchers have used this approach in addressing different problems 
related to business management, the demand for change, innovation, and the 
maintenance of sustainable performance, etc. A past study has underlined this 
approach, examined cybersecurity from a business, social, and information 
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technology perspective (Tisdale, 2015), and provided several solutions to prevent the 
loss from cybersecurity violations. 

Another study has raised the importance of the dynamic system approach, and 
they designed a methodology and approach based on the dynamic system approach 
to calculate the risk associated with the cybersecurity investments of SMEs (Armenia 
et al., 2021), and they have utilized it as an efficient system for dynamic organizational 
complexity, cyber risk, and unpredicted dynamics over time. 

2.2 The impact of cybersecurity determinants on the digital workplace 
The emergence and adoption of the internet in daily life activities from the start 

of the 21st century have benefited man in several aspects, but it also comes with 
risks and security concerns about the sites and data available on the internet 
(Gordon & Loeb, 2006). These risks create a need for the maintenance and proper 
control of the internet, which is named cybersecurity, the investigation of risk in 
the information networks of all sorts, and the reduction of these risks with 
technical means (Gordon & Loeb, 2002). The determinants related to 
organizational cybersecurity have been addressed as the lack of focus on the root 
cause analysis, alerts and vulnerabilities, communication gap, human errors, and 
prioritization issues (Wiens, 2022). 

The association between organizational cybersecurity determinants and digital 
workplace performance has been discussed in the literature in different dimensions. A 
systematic review has analyzed past studies related to cyber workforce development 
and cyber education (Dawson & Thomson, 2018); they highlighted six components for 
organizations to focus; on team working ability in employees, morale improvement for 
devoted learning, effective communication, need for systemic thinkers, a thought of 
civic duty, and focus on the progress of both technical and social skills. The digital 
workplace has gained more popularity in covid-19, and organizations have provided 
remote working facilities to the employees to improve their efficiency; the dynamic 
organizational ability of the employees with improved cybersecurity factors improves 
the employees’ work-life balance, and it has been analyzed to stimulate the digital 
workplace performance. A systematic review has elaborated on the concept of 
cybersecurity policy awareness of companies on the employee’s cybersecurity 
behavior; they have manifested in their results when the company has good 
communication, provides good awareness about the cybersecurity policies, and 
employees positively contribute to the compliance behavior of the company (Li et al., 
2019). Along with it, organizational information security positively regulates the 
employees coping appraisal strategies and employees’ threat appraisal. Iraq entered 
the digitalization advancement in 2003, but still, they have weak legislative systems, 
expansion of cybercrimes has reflected the vulnerable cybersecurity systems and lack 
of preventive measures for the improvement of cybersecurity components that can 
boost the digital workplace performance (Al Duhaidahawi et al., 2020). 

Cybersecurity has been raised as a critical factor defining digital workplace 
effectiveness. Muthuswamy (2023) has recently investigated this assumption. Their 
results have reflected the importance of cybersecurity components, i.e., critical 
infrastructure and cloud security, for digital workplace performance, and this 
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association gained more speed and firmness with cybersecurity awareness and 
support. The literature has highlighted the importance of cybersecurity and its factors 
for the digital workplace, and it provided a concept to the researcher for investigation 
in Iraqi companies and organizations. By taking these-view as a foundation, the 
following hypothesis has been designed: 
H1: The organizational cybersecurity determinants significantly positively impact 
digital workplace performance. 

2.3 Mediation of attitudes towards cybersecurity in the digital workplace 
Several studies have attempted to explain the influence of different personality 

traits on the intentions to use new cybersecurity applications and practices. The 
attitudes and behaviors have several dimensions that trigger or nullify the 
willingness for cybersecurity practices (Hadlington, 2017). Impulsivity and internet 
abuse has been mentioned to impact the employees’ intentions to use cybersecurity 
protocols practices. Employees who have exposure to cybersecurity attacks and 
know the loss of meaningful content have shown prominent support for the 
cybersecurity policies (Snider et al., 2021), and their attitude toward cybersecurity 
practices increases that activating the rise in digital workplace performance. A 
systematic review (Triplett, 2022) has highlighted that humans were the weakest link 
between the transmission of cybersecurity data and information and version. They 
have highlighted the role of leadership in the development of skills in the employees 
through education, training, and communication that pile up the digital workplace 
performance. Human factors like attitudes, behaviors, and intentions of the 
employees for cybersecurity have been narrated to be influenced by perception about 
the cybersecurity practices, external factors like age and gender, and the working 
environment provided by the organization (Maalem Lahcen et al., 2020). 

A study has investigated the cybersecurity challenges faced by the employees 
(Muthuswamy & Nithya, 2023), and they have discussed lack of training, inside risks, 
insufficient authentication, and social engineering attacks as crucial factors that 
influence the behaviors for using the cybersecurity practices and their digital 
workplace performance vary.  The concept of the employees’ intentions has been 
provided insight by Saeed (2023), and they have enlightened the employees’ 
perception of cybersecurity and the need for more security measures at individual 
and organizational levels to enhance employee attitudes toward cybersecurity and 
digital workplace performance. The significance raised by the literature about the 
attitudes and behavior toward cybersecurity has provided enough insight to the 
researcher for the following hypothesis development to evaluate in Iraq: 
H2: The attitudes towards cybersecurity mediate the association between 
organizational cybersecurity and digital workplace performance. 

2.4 Mediation of policy and compliance in the digital workplace 
The impact of organization compliance policy on security approaches and 

organizational performance has been in the limelight of different researchers’ 
discussions for a long time. The components of the compliance theory, coercive 
control, remunerative control, and certainty of control have been investigated (Chen, 
Ramamurthy, & Wen, 2012), and the study results narrated that remuneration 
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control is a suitable alternative policy to prevent the violation of security concerns. 
The policy compliance for the information security system is shortly named as 
cybersecurity policies and compliances; in this context, a case study has highlighted 
that lack of justice, privacy, and weak organizational culture provides ways for 
employees to breach security standards (Alshare, Lane, & Lane, 2018) and it has 
suggested the managers of the companies reshape their security policies and 
compliances to ensure the fruitful practices of cybersecurity and improvement in the 
workplace performance. Another cross-culture study has evaluated smartphone 
usage for work purposes in increasing rates of cybersecurity breaches and illustrated 
that those companies who understand the importance of smartphone cybersecurity 
behavior should focus on the National policies about cybersecurity and must 
maintain the trust of their customers b as a priority by the regulation of cybersecurity 
behavior in their employees and keeping their data secure (Ameen et al., 2021). 

Employees’ perception of the organizational security policy and compliances has 
been noticed to be influenced by organizational support, the status of employment, 
and organizational commitment (Sharma & Warkentin, 2019); permanent employees 
have shown more honesty and determination in working under the security policies 
and compliances of organization than seasonal employees. The effectiveness of the 
privacy policies and compliances on the trust and behavioral intentions of the 
employees to participate in digital workplaces have been empirically highlighted by 
Peltoniemi (2020), and it has suggested the focus on the efforts of policies to impact 
the participation of digital workplaces, that extend the performance. Studies in the 
literature have enlightened the vitality of the national and company policies for the 
improvement of the employees’ policy compliance and ways to enhance their digital 
workplace performance. 

A literature review has condensed the term for security policy and compliance as 
ISPC [information security policy compliance], and they have elaborated the past 
studies’ discussions by highlighting the gap in the literature about the ISPC and the 
security behavior of the employees for the organizations (Ali et al., 2021). This study 
has picked the mentioned gap and has developed the following hypothesis for 
empirical testing: 
H3: Company policy compliance mediates the association between organizational 
cybersecurity and the digital workplace performance of employees. 

3. Methodology 
3.1 Research Design 

Mc Combes (2021) states that a research design is the strategy of a researcher to 
answer research questions in his study. A well-planned research design is necessary 
for a study as it assists the researcher in ensuring that the method employed matches 
the research objectives of the study. In this study, a quantitative method-based survey 
design is utilized to analyze the role of organizational cybersecurity in digital 
workplaces in Iraq. The survey tool is appropriate for this study as it provides the 
benefit of collecting first-hand primary data from respondents. Basis on the survey 
instrument, more reliable and valid data can be collected efficiently. Moreover, 
surveys are cost-efficient, versatile, and generalizable (Nigel, 2009). The design for 
the research method adopted in this study is illustrated in Figure 1. 
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Figure 1. Research Design 

3.2 Data collection process 
After the development of the questionnaire reliability test was conducted to ensure 

the reliability and validity of the questionnaire; after the reliability test and assuring 
the validity of the questionnaire, the final version of the questionnaire was 
distributed among the respondents via email. The sample of this study comprises the 
digital workplaces in Iraq that are engaged in several security practices. The data was 
collected from employees working the digital workplaces in Iraq. The sample was 
selected using the probability sampling technique to distribute the questionnaire to 
the sample on a random basis (Glen, n.d.). Initially, 500 questionnaires were 
distributed to employees working in digital workplaces. On the basis of collected 
responses, 430 efficient responses were finalized. 

3.3 Response rate 
The questionnaire was distributed to 500 randomly selected employees in the 

digital workspace in Iraq. In the initial response, 450 responses were gathered, out of 
which 20 were not valid due to numerous reasons like incomplete responses. As a 
result, only 430 responses were finalized, and the overall response rate was 86% 
which is considered a good response for the present study. Moreover, the response 
rate is proper for this study as it fulfills the criteria of  Robinson (2018), comprising a 
minimum of 10 responses per variable. In the present study, four variables were 
selected, and the number of 430 valid responses is considered adequate and reliable 
for this study. 

Literature Review 

Develop Research Items 

Initial questionnaire 

Reliability and validity 

Finalized Questionnaire 

Data Analysis 
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3.4 Reliability analysis 
In this study, the survey questionnaire is developed by adopting the measurement 

scales from previous studies. In order To analyze the internal consistency of selected 
variables, the reliability of the scale is measured using Cronbach’s Alpha. The 
coefficients of Cronbach’s Alpha assess the internal reliability of variables by utilizing 
the statistics to determine that collected items consistently matched with similar 
characteristics. Cronbach’s Alpha calculates the level of agreement on a standardized 
scale ranging from 0 to 1. Higher values are considered an indicator of the higher 
reliability of items (Frost, 2016). In this study, Cronbach’s Alpha is used to evaluate 
the reliability of the proposed contents. Since the acceptable values in this study 
range from 0 to 1, it is considered that all the items used in this study are reliable. 

3.5 Measurement Items 
The measurement items for this study have been adopted from past empirical 

studies. In order to determine the answers, a five-point Likert scale is utilized. The 
levels of the Likert scale consist of; Level 1- Strongly Disagree, Level 2- Disagree, 
Level-3 Neutral, Level-4 Agree, and Level-5 strongly agree. The details of the 
measurement scale, along with items and citation sources, are highlighted in the 
following tables. 

3.5.1 Independent variables 

• Organizational Cybersecurity 
8 items were used to measure this variable. All the items have been adopted from 

studies of Hasan et al. (2021), from which the items of ‘organizational culture’ has 
been utilized. The detail of the items is presented in Table 1. 

Table 1. Measurement items with sources 
SR. Determinant Statement Source 
1. Organizational 

Cybersecurity 
“Our organization emphasizes security knowledge 
sharing across different organizational units.” 

Hasan et al. (2021) 

2. “Our organization emphasizes sharing cyber security 
incidents.” 

3. “Our organization emphasizes sharing cyber security 
failures.” 

4. “Our organization encourages contributions from 
team members to improve the cyber security of the 
organization.” 

5. “Our organization endorses coordination of activities 
across different units to improve cyber security.” 

6. “Our organization emphasizes collaboration across 
different groups to solve cyber security issues.” 

7. “In our organization, following rules and 
maintaining a secure running institution are 
important.” 

8. “In our organization, there is a commitment to 
security development.” 

• Attitude towards cybersecurity 
Attitude toward cybersecurity was measured through a 4-item scale adapted from 

the study of Ifinedo (2012). 
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Table 2. Measurement items for attitude toward cybersecurity 
SR. Determinant Statement of items Source  
1  Following the organization’s information/cyber system 

security policy is a good idea. 
Adapted from 
Ifinedo (2012) 

2 Following the organization’s information/cyber system 
security policy is a necessity. 

3 Following the organization’s information/cyber system 
security policy is beneficial. 

4 Following the organization’s information/cyber system 
security policy is pleasant. 

• Policy and Compliance 
The scale of intention to policy compliance with security is developed by Bulgurcu, 

Cavusoglu, and Benbasat (2010), which consists of 3 items. The items of the scale are 
presented in Table 3. 

Table 3. Measurement items with sources 
SR. Determinant Statement of items Source 
1. Policy Compliance “I intend to comply with the requirements 

of the information security policy (ISP) of 
my organization in the future.” 

Bulgurcu et al. (2010) 

2. “I intend to protect information and 
technology resources according to the 
requirements of the ISP of my 
organization in the future.” 

3. “I intend to carry out my responsibilities 
prescribed in the ISP of my organization 
when I use information and technology in 
the future.” 

3.5.2 Dependent Variable 

• Digital Workplace 
The scale of the digital workplace was developed by Meske and Junglas (2021), 

which is modified and used by  Muthuswamy (2023). The scale consists of 5 items. 
The measurement items and source are presented in Table 4. 

Table 4. Measurement items with sources 
SR. Determinant Statement of items Source 
1. Digital Workplace “I intend to actively support the change process 

towards a digitally transformed workplace.” 
Developed by Meske and Junglas 
(2021), used and modified by 
Muthuswamy (2023) 2. “I plan to accompany the change process towards 

a digitally transformed workplace.” 
3. “I intend to actively participate in the change 

process towards a digitally transformed 
workplace.” 

4. “I plan to constructively participate in the change 
process towards a digitally transformed 
workplace.” 

5. “I intend to provide proactive feedback regarding 
the change process towards a digitally 
transformed workplace.” 
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3.6 Data analysis 
The analysis in this study to evaluate the collected data and to answer research 

questions efficiently is done by employing advanced analysis using SEM. Statistical 
analysis was conducted to screen the data, and initial statistical analysis was done to 
analyze the validity and reliability of measurement scales. Following it, SEM, by using 
AMOS 18th version, is utilized by the researcher to evaluate the formulated hypothesis 
in the section of literature review. AMOS, in this regard, is an efficient tool as it helps 
to formulate additional models to highlight complicated associations more 
accurately. This software is also useful as it assists in the formulation of multiple 
databases for analysis and enhances the parameters of analysis. AMOS brings forth 
the outcomes in tabular forms to present the standardized regression coefficients 
(Tang & Jia, 2011). Moreover, as this study tends to analyze the direct association 
among independent variables (organizational cyber security, attitude towards cyber 
security, and policy compliance on the dependent variable digital workplace, thus, 
AMOS is appropriate for this study. 

4. Results 
4.1. Outliers and normality 

In order to check any form of high and low outliers in the collected data, a frequent 
test has been run. The analysis result has highlighted no outliers of low and high 
values in the data. The data were screened to find the missing values, and then a few 
missing values were adjusted according to the trend of other responses. To calculate 
the normality of the data, skewness, and kurtosis analysis were applied. The value of 
skewness has been analyzed on the basis of a standard range of -1 to +1. The following 
has represented the values of skewness, and all their values have fallen under the 
prescribed range of limit. The mean values of the variables were also lying above 3, 
which indicated the respondents had mostly checked the option towards agreement 
of the ideologies of the items about the variables. 

Table 5. Descriptive statistics: 
Descriptive Statistics 

 
N Minimum Maximum Mean Std. Deviation Skewness 

Statistic Statistic Statistic Statistic Statistic Statistic Std. Error 
DIGWORK 280 1.00 5.00 3.3514 1.24431 -.298 .146 
OC 280 1.00 5.00 3.3683 .97649 -.541 .146 
ATT 280 1.00 5.00 3.4937 1.03877 -.404 .146 
PC 280 1.00 5.00 3.3714 1.22991 -.338 .146 
Valid N (listwise) 280       

4.2. KMO and Bartlett's Test 
The KMO test has been conducted to investigate the suitability of the data 

according to the targeted sample population. This test has been used to evaluate the 
appropriates of the sample for the model, and if the value of KMO is above 0.8 or close 
to 1, the sample size shows the significance for the model, and in the following table, 
the value of KMO is .901, and has supported the effectiveness of the sample size for 
the model. The Bartlet test has been conducted and the significance value of the 
sphericity has portrayed there was no redundancy of the data. 
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Table 6. KMO and Bartlett's Test: 
KMO and Bartlett's Test 

Kaiser-Meyer-Olkin Measure of Sampling Adequacy. .901 

Bartlett's Test of Sphericity 
Approx. Chi-Square 6499.600 
df 190 
Sig. .000 

4.3. Factor analysis 
The rotated component analysis has been performed and the following table 

presenting the factor loading of the items of every variable, and the threshold range 
of the factor score above from 0.6 and near to 1 has been assumed for the significance 
and authenticity of the items factor loading, and the table values have their 
significance as all of values are within the prescribed range. 

Table 7. Factor loading of the questionnaire items: 
Rotated Component Matrix 

 
Component 

1 2 3 4 
OC1 .857    
OC2 .822    
OC3 .756    
OC4 .724    
OC5 .739    
OC6 .860    

OC7 .854    

OC8 .560    
PC1    .831 
PC2    .845 
PC3    .839 
ATT1   .842  
ATT2   .859  
ATT3   .833  
ATT4   .805  
DW1  .948   
DW2  .942   
DW3  .951   
DW4  .939   
DW5  .963   

4.4. Convergent and discriminant validity 
The convergent validity and the discriminant validity has been collectively called 

as construct validity. The convergent validity explained the similarity between the 
selected constructs, means that the selected constructs are related to the variable or 
not. It has three indicators i.e., AVE [ Average Variance Extracted] has a threshold 
range of value to be above 0.5, CR [critical ratio] should be above 0.6, and the MSV 
(Cheung & Wang, 2017; Ginty, 2013). The discriminant validity highlights the concept 
of the relationship or correlation of the items and the construct should by more 
significant with each ither than with any external construct, and the prescribed range 
for the value of correlation is above 0.8 (Cheung & Wang, 2017). The discriminant 
validity has been comprised of self-correlation and the cross-variable correlation. The 
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following table has presented the values of AVE, CR, and the self and cross variable 
correlation, and all the narrated values are within the pre-defined range. 

Table 8: Convergent and discriminant validity. 
 CR AVE MSV MaxR(H) ORGCYBER DIGITWORK ATTIT POLICCOM 

ORGCYBER 0.938 0.657 0.522 0.970 0.811    

DIGITWORK 0.980 0.907 0.093 0.985 0.304*** 0.952   

ATTIT 0.891 0.672 0.216 0.893 0.465*** 0.230*** 0.820  

POLICCOM 0.946 0.854 0.522 0.947 0.723*** 0.188** 0.426*** 0.924 

4.5. Model fitness 
The confirmatory factor analysis CFA has been used to evaluate the model fitness. 

The values of IFI, GFI, CMIN, and RMSEA have been analyzed with the comparison to 
the prelude standards and the table has presented the appropriateness of these 
values and has reflected the validity and significance of the variables and their 
constructs for the fitness of the designed model. 

 
Figure 2. The CFA analysis for the model fitness. 
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Table 9. Model fitness 
 Acceptable range Value 

CMIN ≤3 2.135 
GFI ≥0.8 0.85 
IFI ≥0.9 .972 
CFI ≥0.9 .972 
RMSEA ≤0.08 .064 

4.6. Hypothesis testing (direct effects) 
The researcher has used the structural equational modeling SEM to calculate the 

regression value to accept or reject the developed hypotheses. The first hypothesis 
has stated the direct association of independent variable organizational 
cybersecurity on the dependent variable digital workplace, and the results of the 
analysis SEM has calculated .305 as the standardized estimated regression value of 
this relationship with the significance of .01, and the significance value was less than 
.05 and it has supported the synthesized hypothesis in positive aspect. 

Table 10. Direct effects 
Parameter Estimate Lower Upper P 

DIGWORK <--- OC .305 .161 .461 .011 

Hypothesis testing (indirect effects) 
This study has investigated two indirect effects on the digital workplace. The 

calculated regression value for the mediation of PC was -0.020, with the significance 
of .117, as the significant value was above than .01 or .05 so the H3 was rejected. For 
the confirmation of H2, the table has provided the regression value of 0.018 and p-
value of 0.100, this value was also above than the standard p-value for the acceptance, 
causing the third hypothesis to be rejected. 

Table 12. Indirect effects 
Indirect Path Standardized Estimate Lower Upper P-Value 

OC --> PC --> DIGWORK -0.020 -0.070 0.002 0.117 

OC --> ATT --> DIGWORK 0.018✝ -0.006 0.063 0.100 

 
Figure 3. SEM diagram 
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5. Discussion 
The present study was aimed at analysing the impact of cybersecurity 

determinants on the digital workplace in the context of Iraqi organizations. Moreover, 
the study also examined the managerial and employee perspective on cybersecurity 
in Iraq’s organizations. The study also evaluated the impact of policy and compliance 
measures on the general cybersecurity anticipation within Iraq’s digital workplace. 
Based on the objectives of the present study, the hypothesis was formulated that 
organizational cybersecurity determinants significantly and positively impact digital 
workplace performance. The findings of the survey have approved this hypothesis. 
Thus, H1 is supported. Various previous studies have also reported a positive 
relationship between organizational determinants of cybersecurity and digital 
workplace performance (Hasan et al., 2021; Rahiman et al., 2021). Based on the 
research objectives, the second hypothesis was that the employee attitude towards 
cybersecurity has a significant impact on digital workplace performance. However, 
the findings of the research indicate that employee attitudes towards cybersecurity 
have no significant effect on digital workplace performance. Thus, H2 is rejected. 
Furthermore, the research objectives led to the formulation of a third hypothesis that 
company policy compliance has a significant impact on the digital workplace 
performance of employees. The findings indicate that H3 is approved. Previous 
studies have also reported a significant effect of company policy compliance on digital 
workplace performance (Ameen et al., 2021; Chen et al., 2012; Peltoniemi, 2020). 

5.1. Conclusion 
In conclusion, the present research investigated the role of organizational 

cybersecurity determinants on digital workplace performance in Iraq’s 
organizations. The study presented valuable insights into the attitude and 
perspective of employees at a digital workplace regarding cybersecurity policies and 
their compliance measures. The study also explored the impact of cybersecurity 
policies on the overall environment of a digital workplace in the context of Iraq’s 
organization. The findings of this research highlighted the importance of 
organizational determinants of cybersecurity in designing and ensuring a secure and 
productive digital workplace. The data analysis reported a significant positive 
association between organizational cybersecurity determinants and digital 
workplace performance. The present study offered valuable insights into the impact 
of these cybersecurity determinants within an organization. The insights related to 
these determinants can help organizations shape different strategies to avoid 
cyberattacks on their digital assets. This indicates the significance of an organization’s 
investment in efficient and effective cybersecurity measures to protect digital assets 
and provide a cyber-secure digital workplace to its employees. Furthermore, the 
study examined the impact of employee attitudes towards cybersecurity on digital 
workplace performance. Employee attitude has no significant influence on digital 
workplace performance. However, the organization can still raise employee 
awareness about cybersecurity policies and compliance measures because policy 
compliance measures play an essential role in fostering a cyber-secure digital 
workplace with excellent performance. Thus, cybersecurity policy and compliance 
measures are primary factors encouraging employees to adhere to the cybersecurity 
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system. The establishment of effective cybersecurity policies can help the 
organization in cyber risk management and establish a healthy digital workplace. 

5.2. Implications 
The present research has both theoretical and practical implications. From a 

theoretical perspective, this research contributes to the existing literature on the 
study of organizational cybersecurity and the digital workplace within the framework 
of Dynamic System Theory. By analysing the cybersecurity determinants within an 
organization and developing a digital workplace, this study expands the theoretical 
research of organizational cybersecurity. Moreover, this study can help in the 
identification of various mediating and moderating factors which affect the 
development of a digital workplace and its cybersecurity. From a practical 
perspective, the present research can offer insights into operative determinants of 
cybersecurity within an organization. The findings of this research can help an 
organization adopt best practices to enhance the cybersecurity system. This can 
ensure security in a digital workplace. These findings can help various Iraqi 
organizations design excellent cybersecurity strategies. Thus, leaders and 
policymakers can update their existing cybersecurity policies and compliance 
measures in light of the results of this research. Moreover, an understanding of 
employee perspectives on cybersecurity policies and compliance can help 
policymakers design training programs for employees to raise awareness of 
cybersecurity. The study also suggests ways to optimise the cybersecurity system in 
a digital workplace. This can lead to enhanced efficiency and a safe environment in an 
organization. The findings of this research can also help an organization in developing 
effective risk management strategies. Thus, organizations can plan to avoid any 
potential threat to their cybersecurity. The present study also offers insights into 
decision-making processes concerning resource allocations to the cybersecurity 
system in an organization. The study implies that organizations should prioritise 
funding their cybersecurity system by allocating necessary resources. Organizations 
can invest in cybersecurity training and install cybersecurity technology. These 
training programs can raise awareness against cyber threats and make employees 
more vigilant in dealing with cyber threats. As a result, the cybersecurity system 
ensures the competitive survival of an organization. Thus, the present study 
highlights the significance of organizational determinants of cybersecurity on digital 
workplace performance in Iraq. Thus, the study paves the way for future studies on 
cybersecurity systems to meet the challenges of cyberattacks in the digital era. With 
the digital revolution, digital asset protection has become every organization's 
primary objective. Thus, the insights of the present study can be used to accelerate 
the efforts of establishing an efficient and effective cybersecurity system. 

5.3. Limitations and Recommendations 
The present study offers insights into the organizational cybersecurity 

determinants and their impact on the digital workplace in Iraq. It also explores the 
managerial and employee perspective on cybersecurity in Iraqi organizations. 
However, this study has its limitations. First, as a primary study, the primary research 
has a limited sample size. This small sample size reduces the generalisability of the 
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findings of this study. Thus, these findings do not apply to a broader Iraqi 
organization population. Moreover, the present research focuses on Iraq, and its 
results are associated with various cultural, socio-economic, and political aspects 
specific to Iraq. Therefore, its findings cannot be applied to other geographical 
regions without considering their cultural, socio-economic and political factors. The 
application of Dynamic System Theory introduces its limitations in this study. 
Dynamic System Theory is based on the association of various variables. However, 
organizational determinants of cybersecurity and its employee perspectives involve 
multiple factors, making it daunting to analyse all the relevant variables. Moreover, 
the digital workplace is a multifaceted phenomenon, and it is dynamic in nature. The 
pertinent other variables can be explored in future research. Furthermore, 
respondents may not provide honest responses in self-administered survey 
questionnaires. Therefore, future studies could explore the role of employee training 
and awareness of cybersecurity in developing a digital workplace. Moreover, the 
impact of organizational structure and leadership practices on the development of 
digital workplaces could also be explored in future research. 
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